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Abstract—Secure networking relies on the proper implementa-
tion of routing protocols: A routing protocol implementation bug
(RPIB) in a single router can rapidly cascade to other routers via
routing message propagation, resulting in widespread network
congestion, traffic black holes, and even significant operational
and financial repercussions. Despite significant advancements,
the challenges in identifying these bugs — stemming from their
distributed, stateful, and timing-sensitive characteristics — allow
serious vulnerabilities and attacks to persist unresolved. To
systematically explore this ongoing issue, we present a compre-
hensive study of 1,255 real-world RPIBs from three popular open-
source routing protocol implementations: FRRouting, BIRD, and
Holo. From the analysis, we develop a systematic taxonomy
of RPIBs, including their bug types, root causes, triggers, and
security impacts, offering empirical insights to inform the future
strengthening of routing infrastructures.

I. INTRODUCTION

The modern Internet is a vast, decentralized “network of
networks” held together by a dense fabric of interconnected
routers, which are responsible for determining the optimal path
for information to travel from its source to its destination.
For these routers to function as a cohesive system rather than
isolated islands, they must constantly exchange information
about network topology and traffic conditions. This complex
coordination is governed by routing protocols, which are
typically implemented as software running in routers.

Like common software, routing protocol implementations
suffer from software bugs, which we refer to as routing pro-
tocol implementation bugs (RPIBs). However, unlike common
software, RPIBs are quite security-sensitive: a single bug in
one router can propagate through the whole network and es-
calate into severe damage, such as network congestion, traffic
black holes, and even operational and financial repercussions.
For example, in the 2020 CenturyLink outage [1], a single
faulty routing update propagated across the backbone, causing
a 3.5% drop in global Internet traffic. As such, RPIBs con-
stitute a key attack vector for network-wide exploitation [2],
demanding heightened attention to eliminate.

A. Motivation and Research Questions

Despite decades of effort in software development and bug
detection, mature routing implementations continue to exhibit
a high volume of RPIBs. For instance, FRRouting [3], an open-
source routing protocol suite for Linux and Unix platforms
with 1.5K forks and 4.1K stars on GitHub, consistently has
>300 open issues and >300 open pull requests, with around
1/5 being RPIBs. This persistence raises an important question:
why are RPIBs hard to eliminate? Addressing this requires
a comprehensive analysis of existing RPIBs, which yields
four research questions (RQ1-RQ4) from the perspectives of
both development and quality or security assurance in routing
protocol implementation.

• RQ1 (Bug Types): What are the predominant manifes-
tations of RPIBs across different functional components?

• RQ2 (Root Causes): What are the protocol-specific,
code-level root causes of these RPIBs?

• RQ3 (Triggering Conditions): What network environ-
ments and actions are required to trigger these RPIBs?

• RQ4 (Security Impacts): What security consequences
could be brought by these RPIBs?

From a development perspective, developers face distinct
challenges in mitigating RPIBs when implementing a routing
protocol. First, RPIBs manifest heterogeneously across routing
functions, from obvious crashes during packet parsing to silent
security bypasses in configuration validation, so developers
need a comprehensive taxonomy to recognize these diverse
bug types (RQ1). Second, RPIBs have complex, protocol-
specific root causes (e.g., faults in best-route calculations);
fixing them requires a deep understanding of these causes
(RQ2).

From the perspective of quality or security assurance, trig-
gering and detecting RPIBs is challenging due to their highly
variable triggers and elusive impacts. On the trigger side,
RPIBs can be triggered by diverse protocol-specific conditions,
including both proper network environments and different traf-
fic or management actions. However, existing tools, ranging
from symbolic analysis [4], [5], [6], [7], fuzzing [8], [9], [10],
[11], [12], [13], [14], [15], [16], [17], to configuration synthe-
sis [18], [19], [20], typically focus on single, specific triggers
and often neglect the effects of network environments. Thus, a
comprehensive analysis of the entire trigger space is required
to efficiently expose these bugs (RQ3). On the security-impact
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TABLE I: Findings and Implications Drawn from the Study of Research Questions

RQs Findings Implications

RQ1
Bug Type

Finding 1: RPIBs can be categorized into seven functional classes. Among the seven
classes, Routing, Configuration, and (De)parse bugs rank in the top three at 30.2%,
22.3%, and 17.3%, respectively, totaling about two-thirds.

It is recommended to prioritize quality assurance efforts on three
critical components: route calculation, configuration handling, and
packet processing.

Finding 2: BGP and IGP implementations share similar bug types: Both the number
and the distribution across all seven bug classes are largely consistent between BGP
and IGP implementations.

It could be possible to develop protocol-agnostic quality-assurance
techniques for both BGP and IGP, rather than spending significant
effort developing them separately for each protocol.

RQ2
Root Cause

Finding 3: RPIBs’ root causes can be categorized into five primary classes, each
accounting for 35.2% to 9.6%, with Routing Maintenance Faults ranking first at
35.2%.

Developers must mitigate all five primary root causes during imple-
mentation, prioritizing routing maintenance, but without letting its top
rank overshadow the others.

Finding 4: Synchronization bugs frequently stem from multiple root cause classes,
with no single dominant root cause, whereas other bug types are dominated by a
single root cause.

The scattered root causes of Synchronization bugs make a single fix
methodology impossible. Developers must adopt broad, comprehen-
sive checking strategies, particularly for cross-protocol interactions.

RQ3
Trigger

Finding 5: Most (>98%) RPIBs can be triggered in networks with no more than
three routers. Among them, networks consisting of one, two, and three routers account
for 27.7%, 59.5%, and 11.0%, respectively.

While incorporating network environments into validation or verifica-
tion techniques is often necessary to uncover RPIBs, a small number
of routers (≤3) is sufficient in most cases.

Finding 6: The two categories of actions, i.e., traffic actions and management actions,
account for 39.3% and 60.7% respectively, each accounting for a substantial share.

We must consider both categories in routing validation or verification
techniques, rather than predominantly focusing only on either of them.

Finding 7: Traffic actions are predominantly driven by the injection of network
traffic, which accounts for 95.8% of the observed cases. In addition, traffic flooding
and interception account for only 1.9% and 2.3%, respectively.

Since injection-triggered RPIBs are essentially traffic processing flaws
triggered by receiving manipulated routing data, traditional packet-
oriented fuzzing techniques remain highly relevant.

Finding 8: The four types of management actions, namely Router, Policy, Interface,
and Monitor actions, occur with broadly similar frequencies, accounting for 28.0%,
27.3%, 26.9%, and 17.8%, respectively.

Bug discovery techniques involving management actions should cover
all four categories of management actions rather than prioritizing a
subset.

RQ4
Security Impact

Finding 9: The general security consequences of RPIBs fall into four primary
dimensions: Disruption, Deception, Disclosure, and Usurpation. Overall, Disruption
is the most prevalent (86.1%), while Usurpation is the least common one (1.7%).

In defending against the general security consequences caused by
RPIBs, we should focus primarily on mitigating Disruption, the most
prevalent consequence.

Finding 10: All observed Usurpation cases are accompanied by other subsequent
consequences, indicating that Usurpation is closely associated with broader security
impacts in RPIBs.

If a security monitor detects a Usurpation event, the system should
assume a total compromise is already underway. We cannot respond to
the Usurpation without considering the other consequences it enables.

Finding 11: Security consequences caused by RPIBs primarily manifest as Cut,
Delay, Blackhole, and Partition in networks, accounting for 20.8%, 19.6%, 13.5%,
and 13.0%, respectively, totaling about two-thirds.

When monitoring security symptoms caused by RPIBs, Cut, Delay,
Blackhole, and Partition are significant indicators of compromised
networks.

Finding 12: Both the number and distribution of BGP and IGP are largely consistent
across the 4 general security consequences and the 12 network-level manifestations,
resulting in similar security implications.

Although BGP receives more attention in research, IGP bugs can
indirectly lead to similar delivery and infrastructure damage; therefore,
IGP deserves comparable security testing and research effort.

side, RPIBs often bypass crash-based detection, manifesting
as silent routing-correctness violations. While methods like
differential analysis [21], [22], conformance testing [23], [24],
and large-language-model-based auditing [25], [26], [27], [28],
[29] attempt to catch silent failures, their detection scope
is restricted to a narrow range of impacts. This necessitates
a systematic study of elusive impacts to help tools broadly
recognize non-crashing failures (RQ4).

B. Dataset and Results

To address the aforementioned research questions, we con-
duct a large-scale study of 1,255 real-world bugs across three
major, actively maintained open-source routing protocol suites:
FRRouting [3], BIRD [30], and Holo [31]:

• FRRouting, the most popular C-based routing protocol
implementation suite, is natively integrated into main-
stream Linux distributions [32]. It is extensively de-
ployed in critical backbone networks and cloud infrastruc-
tures [33] as well as industry leaders such as Nvidia [34].

• BIRD is also developed in C. It stands out as a prominent
and robust routing protocol implementation suite opti-
mized for high-performance routing environments [35].

Its deployment is ubiquitous across global Internet Ex-
change Points [36], earning the trust of key industry
players like Cloudflare [37].

• Holo is an emerging routing protocol project designed for
robust network infrastructure. Unlike the aforementioned
C-based implementations, it is developed entirely in Rust,
emphasizing inherent memory safety at the language
level. While currently in its early stages of development,
it represents a modern, memory-safe evolution in routing
protocol implementations.

Our study covers five representative routing protocols across
two primary categories: Interior Gateway Protocol (IGP) and
Border Gateway Protocol (BGP). IGP is a class of routing
protocols used to exchange routing information within a single
autonomous system (AS, e.g., a corporate network). Typical
IGPs include OSPF [38], IS-IS [39], RIP [40], and Babel [41].
OSPF and IS-IS employ link-state algorithms to derive shortest
paths from a global view of the network, while RIP and Babel
use distance-vector algorithms to determine routes based on
metrics exchanged with neighboring routers.

By contrast, BGP [42], [43] is not a set of protocols
but the de facto global industry standard for routing data
between ASes across the Internet. For example, Fig. 1 shows a

2



R2R5

R3R4
R10

R9BGP

AS1 uses OSPF

R1 R6

R8

R7

AS2 uses RIP

Fig. 1: IGP and BGP in Two Autonomous Systems

network with two separate ASes: one containing Routers 1–5
running OSPF, and the other containing Routers 6–10 running
RIP. While these internal routers follow their respective IGP
rules, the two ASes communicate via BGP to ensure global
reachability.

As summarized in Table I, our comprehensive study yields
12 key findings and their implications, which are expected to
offer empirical insights to inform the future strengthening of
routing infrastructures. In summary, we make the following
contributions in this paper:

• We build a dataset of 1,255 RPIBs across three major
routing protocol implementations and five routing proto-
cols. The dataset provides a reusable empirical foundation
for routing software security, particularly including the
reproducers of these RPIBs. The dataset is publicly
available at https://todiff.github.io/rpib.html.

• We conduct a systematic empirical investigation of RPIBs
across four dimensions using a routing-specific taxonomy,
including bug types, root causes, triggering conditions,
and security impacts.

• Through the study, we distill key findings and implica-
tions, offering actionable suggestions and directions for
both developers and researchers.

II. STUDY METHODOLOGY

This section begins by discussing the assumptions (§II-A)
and the threat model (§II-B), thereby establishing the scope of
our study. We then explain the data collection process (§II-C)
and the threats to validity (§II-D).

A. Assumptions

Behind our study, we have two widely acknowledged as-
sumptions. First, historical bugs provide useful information
about future bugs. This assumption is supported by prior
studies that use historical bugs and vulnerabilities to predict
new ones [44], [45], [46]. Second, following prior work [47],
we assume that studying known bugs can improve software
quality by reducing the number of similar bugs in the future.

B. Threat Model and Scope of Our Study

Our study focuses on bugs in protocol implementations
that may lead to security consequences. First, we focus on
implementation bugs; other sources of security threats, such
as protocol design flaws, are out of our scope. Second, the
bugs under analysis should have the potential to cause security
threats. We base our threat model on the one defined in RFC

TABLE II: Manifestation of Security Consequences

Manif. Description

Congestion Traffic exceeds link capacity.
Blackhole Large-volume traffic is drawn to a router that drops them.
Looping Traffic cycles and never reaches the destination.
Partition Routers misperceive themselves as offline.
Churn Repeated, unnecessary routing path changes.
Instability Routers fail to converge on consistent routing tables.
Overcontrol Control messages (e.g., heartbeats) saturate link bandwidth.
Clog Protocol messages exhaust device resources.
Starvation Traffic is forwarded to a router that cannot deliver them.
Eavesdrop Traffic is leaked to unintended observers.
Cut Routers misperceive a reachable destination as unreachable.
Delay Traffic is forwarded along a suboptimal path.

FRR

BIRD

Holo

BGP
---------
OSPF
IS-IS
RIP

BABEL

Raw Data
Extraction

Automated
Filtering

Manual
Cleaning
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Records
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Unique BugsProtocol Implementations

Categorization

Cross Validation

Data Analysis

RQ1: Bug Type RQ2: Root Cause RQ3: Triggers RQ4: Security Impacts

Fig. 2: Collection and Analysis Process of RPIBs

4593 [48]: “Generic Threats to Routing Protocols”. Bugs that
do not cause security consequences defined in RFC 4593 are
out of our scope. Specifically, section 3.1.1 of RFC 4593
defines two types of threat sources: Outsiders and Byzantine.

• Outsiders are attackers who are not legitimate partici-
pants in routing protocols. They may reside anywhere on
the Internet, send IP traffic, observe the routers’ replies,
and even control the path of a legitimate peer’s traffic.

• Byzantine are legitimate participants in the routing proto-
col, denoting faulty, misconfigured, or subverted routers.

The two threat sources may cause four general security con-
sequences: Disclosure, Deception, Disruption, and Usurpation:

• Disclosure means routing information is exposed without
authorization, either through outsiders observing insuffi-
ciently protected exchanges or Byzantine routers leaking
information during legitimate protocol participation.

• Deception captures cases where routers accept incorrect
routing information as valid, which may result from faulty
or subverted Byzantine routers propagating erroneous
messages, or outsiders injecting crafted messages that
bypass validation.

• Disruption captures cases where normal routing oper-
ation is interrupted or prevented, often due to faulty
or misconfigured routers entering abnormal states, or to
outsiders/subverted Byzantine routers triggering crashes,
session failures, floods, or invalid updates.

• Usurpation occurs when an attacker seizes control of a
legitimate router’s services. This is executed by outsiders
through the manipulation or replay of routing data, or by
Byzantine routers through the injection of false informa-
tion and interference with protocol exchanges.
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TABLE III: Summary of the RPIB Dataset

Project Raw Candidates Valid

FRRouting 7,965 7,289 830
BIRD 3,611 2,134 407
Holo 63 52 18

Total 11,639 9,475 1,255

IGP, 
47.7%

BGP, 
52.3%

These 4 security consequences often manifest in 12 concrete
ways at the network level, including Congestion, Blackhole,
Looping, Partition, Churn, Instability, Overcontrol, Clog,
Starvation, Eavesdrop, Cut, and Delay. They are briefly de-
fined in Table II. Detailed investigations and case studies are
available in §VI and Appendix A.

C. Bug Collection and Analysis

As illustrated in Fig. 2, the first step is to collect bugs from
three modern, actively maintained protocol implementations
and five primary routing protocols, including both IGP and
BGP. We then construct the RPIB dataset through a standard
empirical three-stage pipeline [49], [50]: raw data extraction,
automated keyword filtering, and rigorous manual verification.
Ultimately, as shown in Table III, we obtain 1,255 reproducible
RPIBs from an initial corpus of 11,639 records.

Data Extraction and Filtering. We collect all historical
issue reports or pull requests for each routing suite from
its first stable release to Jan 2026 (the time when we start
our data analysis). This produces an initial corpus of 11,639
records, including 7,965, 3,611, and 63 from FRRouting,
BIRD, and Holo, respectively. We then apply a keyword-based
search strategy following established methodologies [51], [52],
reducing the corpus to 9,475 RPIB candidates. Like prior
work, the keywords include “bug”, “defect”, “error”, “fault”,
“fix”, “issue”, “crash”, “security”, “correct”, and their variants.
The complete keyword list is provided in Appendix B.

Manual Data Cleaning. We then manually inspect all RPIB
candidates for relevance and independence. Specifically, we
remove 1,586 duplicate bugs, such as patch backports and it-
erative fixes for the same bug, to prevent statistical bias, 3,465
documentation- or test-only bugs, 2,537 non-security bugs that
do not compromise critical network security properties under
our previously discussed threat model, and 632 bugs that we
cannot reproduce. This yields 1,255 valid RPIBs, 52.3% from
BGP implementations and 47.7% from IGP, constituting the
final dataset.

Bug Analysis. Unlike traditional taxonomies that often limit
bug categorization to broad “memory” versus “semantic” dis-
tinctions [53], our approach moves beyond these generalities
by mapping bugs to routing-specific functional components.
We specifically isolate “security-critical” RPIBs and analyze
them through a multi-dimensional lens, identifying bug types,
root causes, triggering conditions, and security impacts, yield-
ing 12 actionable, domain-specific insights for practitioners.
The detailed analysis is presented in RQ1 (§III), RQ2 (§IV),
RQ3 (§V), and RQ4 (§VI).

① Config.
Parse / Apply /

Persist

② Session
Establish /
Keep Alive

③ (De)parse
Parse / Deparse /

Validate

④ Routing
Calculation /

Storage

⑤ Sync.
Propagate /
Converge

⑥ Logging Query / Record

⑦ System Init / Cleanup/ Restart

Fig. 3: Architecture of Routing Protocol Implementations

D. Threats to Validity

Like all empirical studies, our analysis may be subject to
threats to validity. We outline potential threats and correspond-
ing mitigation strategies below.

Internal validity. We ensure dataset reliability by manually
verifying each of the more than 1,200 bugs. Because bug
reports are written in natural language and may contain
ambiguous descriptions, we use a consensus-based annotation
process to reduce subjective interpretation and annotation
errors. Specifically, two researchers independently code each
bug, and a third arbitrator resolves any discrepancies. Before
arbitration, the initial disagreement rates for RQ1–RQ4 were
12.2%, 32.0%, 26.9%, and 20.9%, respectively.

External validity. To ensure generalizability of our find-
ings and implications, we evaluate three routing protocol
implementation suites, containing both BGP and four widely
deployed IGPs. We focus on open-source implementations
because they provide sufficient public bug reports, whereas
such data are rarely accessible for proprietary implementa-
tions. Moreover, these implementations are widely adopted by
major companies, including NVIDIA and Cloudflare, showing
the practical significance of our study in both the open-
source community and large vendors. Since these suites are
actively maintained and share fundamental design patterns
with proprietary implementations, our findings are expected
to generalize to modern routing environments.

Note that, as a relatively new project, Holo has far fewer
bug reports than FRRouting and BIRD. We therefore do
not analyze Holo separately or draw conclusions from Holo
alone. All findings are based on the full set of bug reports.
Also, like any repository-based empirical study, our dataset
cannot capture unknown or unreported bugs. However, these
limitations do not affect the conclusions drawn from the large
corpus of verified bugs included in our study.

Construct validity. To accurately reflect real-world phenom-
ena, we ground our framework in the RFC 4593 threat
model. Our taxonomy captures the bug lifecycle across four
dimensions: root cause, trigger, bug type, and security impact.
We further mitigate misclassification risks by aligning our
categories with established standards and iteratively refining
the taxonomy to ensure it accurately represents the technical
nuances of real-world routing vulnerabilities.

III. RQ1: BUG TYPES

Unlike traditional taxonomies that limit bug types to broad
“memory” versus “semantic” distinctions, we map RPIBs to
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TABLE IV: Bug Types & Distributions

Type Sub-Type BGP IGP IGP: RIP|OSPF|ISIS|BABEL

Config.
22.3%

T1 Parse Rejection 1.0% 1.3%
T2 Parse Corruption 1.0% 0.8%
T3 Parse Validation Bypass 0.3% 0.2%
T4 Configuration Failure 4.0% 4.0%
T5 Configuration Corruption 4.0% 4.1%
T6 Persistence Omission 0.2% 0.5%
T7 Persistence Malformation 0.6% 0.3%

Session
9.6%

T8 Establishment Failure 3.0% 2.2%
T9 Unexpected Drop 3.1% 1.3%

(De)Parse
17.3%

T10 Parse Rejection 0.6% 1.4%
T11 Parse Corruption 2.0% 1.0%
T12 Parse Validation Bypass 1.1% 1.9%
T13 Deparsing Failure 1.0% 1.3%
T14 Deparsing Malformation 3.9% 3.1%

Routing
30.2%

T15 Calc. Path Omission 0.9% 2.1%
T16 Calc. Logic Error 3.8% 3.1%
T17 Storage Entry Omission 1.3% 1.0%
T18 Storage Entry Corruption 9.2% 8.8%

Sync.
10.3%

T19 Propagation Failure 3.2% 3.0%
T20 Data Inconsistency 2.0% 2.1%

Logging
8.9%

T21 Content Error 2.3% 1.8%
T22 Generation Failure 3.3% 1.5%

System
1.4%

T23 System Management Failure 0.4% 0.6%
T24 System Corruption 0.1% 0.3%

routing-specific functional components (§III-A) and analyze
their distribution across different routing protocols (§III-B).

A. Taxonomy of RPIB Types

Fig. 3 shows the basic architecture of a routing proto-
col implementation, with seven main functional components:
Configuration, Session, (De)parse, Routing, Synchronization,
Logging, and System. The seven components work together
to fulfill the task of a routing protocol. Our taxonomy of
bug types is mapped to the seven components in the routing-
specific architecture.

Walkthrough of the Architecture. In a network of intercon-
nected routers, the workflow begins with the Configuration
component, which assigns essential parameters, such as IP
addresses and subnet masks, to each router interface. Once
configured, routers utilize the Session component to establish
stable connections with peers for the continuous exchange of
routing protocol messages.

To facilitate this message exchange, the (De)parse compo-
nent encodes outgoing and decodes incoming messages. These
messages provide the necessary topology data for the Routing
component to construct a comprehensive view of the network
and build the routing table. Furthermore, the Synchronization
component ensures this routing information is shared across
different protocols.

Behind the scenes, two vital services support the entire
lifecycle: Logging tracks component behavior, e.g., monitoring
abnormal behavior (thus, we regard logging-related bugs as
security-critical), while System monitors process health and
intervenes to clean up or restart any failing components.
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Fig. 4: RPIB (a) Type and (b-h) Sub-Type Distribution

Taxonomy and Distribution of RPIB Types. To characterize
how RPIBs manifest in routing protocol implementations, we
map each bug type to one of the seven functional components
in Fig. 3, and then further classify a bug type into fine-grained
manifestation subtypes, as listed in Table IV.

1) RPIB Types: As shown in the first column of Table IV
and in Fig. 4(a), RPIBs are unevenly distributed across func-
tional categories. Routing bugs are the most prevalent category,
accounting for 30.2% of all bugs. Configuration and (De)parse
bugs rank second and third, accounting for 22.3% and 17.3%,
respectively. Synchronization bugs follow at 10.3%, while
Session, Logging, and System bugs account for 9.6%, 8.9%,
and 1.4%, respectively.

This distribution reflects the different roles these compo-
nents play in routing protocol implementations. Routing bugs
dominate because routing logic directly implements the core
decision-making procedures of routing protocols, including
route calculation, route selection, and route-state maintenance.
The central role of these procedures makes the routing logic
a natural concentration point for implementation bugs. The
high proportions of Configuration and (De)parse bugs further
indicate that many RPIBs arise at the boundaries between
user-specified inputs and protocol messages. Configuration
bugs involve the handling, validation, and persistence of user-
provided parameters, while (De)parse bugs reflect the com-
plexity of translating between protocol messages and internal
data structures. Synchronization bugs rank fourth as rout-
ing implementations must correctly share routing information
across different protocols. Although Session, Logging, and
System bugs occur less frequently, they still affect critical
supporting functions, including observability, neighbor rela-
tionship management, and process lifecycle control.

2) RPIB Sub-Types: Table IV further divides each RPIB
type into subtypes as per how they manifest. For instance,
a (De)parse bug could be a Parse Rejection bug (T10) that
rejects valid protocol packets, a Parse Corruption bug (T11)
that incorrectly translates packets into internal representations,
and so on. Due to space constraints, we explain this in Ap-
pendix C. Overall, practitioners can refer to this distribution to
benchmark the reliability of routing protocol implementations.
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Such benchmarking allows teams to quantify how their specific
implementation compares with industry-wide failure patterns,
transforming raw bug counts into a comparative metric for
software maturity and operational readiness.

Finding 1: RPIBs can be categorized into seven functional
classes. Among the seven classes, Routing, Configuration, and
(De)parse bugs rank in the top three at 30.2%, 22.3%, and
17.3%, respectively, totaling about two-thirds.
Implication: It is recommended to prioritize quality assurance
efforts on three critical components: route calculation, configu-
ration handling, and packet processing.

Since about two-thirds of RPIBs are concentrated in three
functional components, development and security teams must
strategically reallocate their verification resources to target
these specific domains. The prominence of routing-specific
bugs highlights the inherent algorithmic complexity of dis-
tributed state convergence and dynamic route calculation. This
suggests a critical need for advanced testing methodologies,
such as formal verification [54] or specialized state-space
exploration [55], which go beyond traditional unit testing to
proactively identify edge cases in networks.

Meanwhile, the high ratio of (de)parse and configuration
bugs exposes severe weaknesses in how protocol implementa-
tions process external, untrusted inputs. (De)parse components
act as the critical boundary between the network and the
application logic; their high error rate strongly underscores
the necessity for rigorous, protocol-aware fuzzing to guarantee
memory safety and strict RFC compliance against malformed
packets [25], [56]. Similarly, the prevalence of configuration-
related faults points to the underlying fragility of managing
vast, interconnected router states. To meaningfully reduce
these bugs, future efforts may prioritize developing robust,
automated configuration validation frameworks, e.g., ToD-
IFF [22], that can safely isolate and verify configurations
before applying them to the live routing environment.

B. Bug Distribution across Routing Protocols

Distribution across IGPs. The last column of Table IV
illustrates the relative proportions of four mainstream IGPs
(i.e., RIP, OSPF, IS-IS, and BABEL) across seven bug types
and their corresponding sub-types. From both aggregate and
per-type perspectives, OSPF contributes the highest number
of bugs, followed by IS-IS, while BABEL and RIP account
for the smallest shares. While OSPF accounts for more than
half of the bugs in most subtypes, several anomalies exist: for

instance, IS-IS is responsible for half of T7 bugs, and BABEL
accounts for nearly 40% of T12 bugs.

These outliers reflect specific implementation maturity lev-
els of each IGP’s components. For example, the prevalence
of T12 (Parse Validation Bypass) in BABEL suggests that its
input validation logic for certain message types is less rigorous
than that of more legacy, battle-tested protocols such as OSPF.
In practice, when developers or network administrators adopt
a specific IGP, the distribution in Table IV could guide us to
pay more attention to a fragile component (e.g., T12) within
that IGP (e.g., BABEL).

BGP vs. IGP. By aggregating the sub-type distributions of
BGP/IGP in Table IV, Fig. 5 presents the bug-type distribu-
tion for BGP and IGP implementations, respectively. Despite
significant design differences between the two protocol fam-
ilies, they exhibit a very similar distribution of bugs across
all seven bug classes. Routing bugs and Configuration bugs
are consistently the most common categories in both proto-
cols (Routing: BGP 29.1%, IGP 31.4%; Configuration: BGP
21.2%, IGP 23.5%), indicating that managing routing state
and handling configuration complexity are shared sources of
bugs across protocols. On the other end, System bugs remain
the least frequent in both cases (System: BGP 0.9%, IGP
2.0%), suggesting that this aspect is relatively well-handled
in practice.

Recall that BGP and IGP have a similar number of bugs in
the dataset (see Table III). Thus, the distribution comparisons
below also reflect the absolute bug counts.

Finding 2: BGP and IGP implementations share similar bug
types: Both the number and the distribution across all seven
bug classes are largely consistent between BGP and IGP imple-
mentations.
Implication: It could be possible to develop protocol-agnostic
quality-assurance techniques for both BGP and IGP, rather than
spending significant effort developing them separately for each
protocol.

Despite operating in vastly different scopes and environ-
ments, both BGP and IGP suffer from similar classes of
RPIBs. For instance, Configuration, (De)parse, and Routing
are the most vulnerable components regardless of whether
the protocol is IGP or BGP. Thus, engineers and researchers
may abstract the underlying routing logic to build unified,
protocol-agnostic quality-assurance frameworks for both IGP
and BGP. That is, instead of dedicating resources to develop
specialized static analyzers, fuzzers, or model checkers for
BGP (e.g., [57], [58]) and IGP variants (e.g., [22], [59])
independently, we may design tools around a generalized rout-
ing protocol model. This cross-pollination could significantly
reduce engineering overhead and allow the community to
develop robust, overarching quality assurance methodologies
that simultaneously fortify the broader routing ecosystem.

IV. RQ2: ROOT CAUSES

The preceding taxonomy characterizes where a bug surfaces
in the routing workflow. This section introduces an orthogonal
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TABLE V: Taxonomy of RPIB Root Causes

ID Root Cause Description Distribution

C1 I/O Faults 28.6%
C2 Routing State Machine Faults 9.6%
C3 Routing Calculation Faults 10.4%
C4 Routing Maintenance Faults 35.2%
C5 Resource Management Faults 16.2%

causation axis capturing which correctness contract is violated
at the code level. These dimensions are conceptually distinct: a
root cause can manifest in functionally disparate components,
and a functional component can be corrupted by multiple
root causes. To this end, we first establish a taxonomy of
root causes (§IV-A) and then analyze the relationship between
RPIB types and their underlying root causes (§IV-B).

A. Taxonomy of RPIB Root Causes

Following Avizienis et al. [60], we define a root cause
as a dormant fault, i.e., a code-level correctness contract
violation. Routing protocol bugs arise from two scenarios: vi-
olations of protocol specifications or improper use of protocol-
independent system resources (e.g., memory, network sockets).
As shown in Table V, we categorize root causes into five types:
C1–C4 represent specification violations, while C5 covers
resource management.

C1: I/O Faults. Routing protocols process external data (e.g.,
raw protocol packets, configuration commands) via encoding
and decoding. Failures to correctly process these data per
the specification are categorized as C1. For instance, Fig. 6(a)
shows an input validation bug when parsing a special OSPF
packet, denoted by the variable lsa at line 6. The packet
includes an Advertiser-ID field (lsa->adv id). This field is
invalid when set to 0.0.0.0. In such cases, the get edge
function at line 9 returns a null pointer, leading to a null
pointer dereference at line 12. The patch addresses this by
adding a null pointer check at line 10. Fig. 6(b) illustrates
a configuration file parsing bug within the RIP protocol
implementation. The original implementation attempts to read
a “Path” entry, i.e., denoted by paths at line 7, from the
argument argv[1] due to the default value of idx number
is 1 at line 3. However, this is not necessarily the case. The
patch fixes this by adding an argv find operation to obtain
the correct idx number at line 6.

C2: Routing State Machine Faults. Routing protocols are
often stateful, controlled by state machines to fulfill tasks
such as link initialization, message exchange, etc. Faults that
violate state machine rules specified in protocol specifications
are categorized as root cause C2. For example, Fig. 7 illustrates
an RPIB rooted in a C2 fault. Specifically, when verifying link
activity between two routers, the original implementation re-
turns false whenever the session state is down (line 4 through
bfd session is down()), thereby determining the link as
inactive and terminating it. While this seems reasonable, it
fails to account for links during the initialization phase, when
the session state is naturally down, and the implementation

(a)

int rip_allow_ecmp(int argc, cmd_token *argv[]) {
// ...
int idx_number = 1;
uint32_t paths = 0;

- if (argv[idx_number])
+ if (argv_find(argv, argc, "Path", &idx_number))

paths = strtol(argv[idx_number]->arg, NULL, 10);
// ...

}

01.
02.
03.
04.
05.
06.
07.
08.
09. (b)

void ospf_te_parse(ospf_packet *pkt, ospf *ospf) {

+ if (!edge) { return; }
// NULL pointer dereference 
ls_attributes *attr = edge->attributes;

// Parse packet only when TE is enabled.
if (!CHECK_FLAG(ospf->flags, TE_ENABLE)) { return; }
// ...  
// Malformed LSA with invalid advertiser_id 0.0.0.0 

ospf_lsa *lsa = extract_lsa(pkt);
// ...
// get_edge return NULL due to invalid advertiser_id 

ls_edge *edge = get_edge(lsa->adv_id, ...);

// ... 
}

01.
02.
03.
04.
05.
06.
07.
08.
09.
10.
11.
12.
13.
14.

Fig. 6: Code Examples for C1 (PR#15674, PR#13578)

bool peer_active(peer *peer) {
// ...
if (peer->bfd_config) {

- if (bfd_session_is_down(peer->bfd_config->session))
+ if (peer_established(peer->connection) &&
+ bfd_session_is_down(peer->bfd_config->session))

return false;
}
// ...

}

01.
02.
03.
04.
05.
06.
07.
08.
09.
10.

Fig. 7: Code Example for C2 (PR#18682)

terminates links that have not yet been established. The patch
fixes this by adding a condition at line 5 that checks whether
the link is in the initialization phase.
C3: Routing Calculation Faults. Routing protocols use al-
gorithms, such as Dijkstra and Bellman-Ford algorithms, to
calculate/select the shortest/best routes in a network. Bugs
resulting from incorrect calculation results are categorized
as C3. For example, Fig. 8 illustrates a bug in FRRouting’s
OSPF implementation rooted in the erroneous calculation of
the routing cost. RFC 5340 [61] explicitly mandates a cost
of zero for loopback interfaces. The original implementation
does not include a special check of loopback interfaces at line
5 and, thus, returns a non-zero cost for a loopback interface.
As such, all subsequent shortest-route calculations use this
incorrect cost, ultimately resulting in an incorrect routing table.
The patch addresses this by initializing the cost to zero (line 3)
and introducing a fast-path check (lines 5–6).
C4: Routing Maintenance Faults. Unlike C3, which focuses
on the calculation process, C4 considers faults in internal struc-
tures (e.g., link-state databases, neighbor structures) main-
tained to support route calculation in a dynamic network envi-
ronment. For example, given that Link State Advertisements
(LSAs) are specialized packets stored internally to maintain
routing information, Fig. 9 illustrates a bug where a stale
LSA packet is not purged from the link-state database within
an OSPF protocol implementation. When removing external
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uint32_t ospf_interface_get_cost(ospf_interface *oi) {
- uint32_t cost;
+ uint32_t cost = 0;
// ...

+ if (if_is_loopback(oi->interface))
+ return cost;
// Calculate default interface cost (non-zero).
//...

}

01.
02.
03.
04.
05.
06.
07.
08.
09.

Fig. 8: Code Example for C3 (PR#14635)

void ospf6_external_lsa_purge(ospf6 *ospf6,
ospf6_lsa *lsa) {

//...
uint32_t lsa_id = lsa->header->id;
uint32_t ospf_id = ospf6->router_id;
// Delete TYPE-5 LSA
ospf6_lsa_purge(lsa);

+ // Delete TYPE-7 LSA
+ for (ALL_LIST_ELEMENTS(ospf6->area_list)) {
+ lsa = ospf6_lsdb_lookup(TYPE_7, lsa_id, ospf_id);
+ if (lsa)
+ ospf6_lsa_purge(lsa);
+ }
}

01.
02.
03.
04.
05.
06.
07.
08.
09.
10.
11.
12.
13.
14.

Fig. 9: Code Examples for C4 (PR#9342)

LSAs, the original implementation removes only the Type-5
LSA at line 7, omitting Type 7. The patch addresses this by
explicitly deleting the Type-7 LSA (lines 8–13).

C5: Resource Management Faults. These faults are inde-
pendent of protocol semantics and stem from the improper
management of low-level system resources. For example,
Fig. 10 illustrates an RPIB in an IS-IS protocol implementation
caused by incorrect memory management. During routing
calculations, a dynamically allocated topology vertex (line
3, representing a router) is concurrently referenced by a
processing queue and a lookup hash table. When the orig-
inal implementation discards an obsolete vertex, it correctly
removes the vertex from the queue at line 5 and deallocates
memory at line 7, but fails to purge the vertex from the hash
table. This results in a dangling pointer, triggering a use-
after-free vulnerability during subsequent lookups. The patch
addresses this by explicitly removing the vertex from the hash
table at line 6.

About one-third of the bugs with root cause C5 (accounting
for 5.3% of all bugs) are memory-safety issues, such as use-
after-free and double-free bugs. These issues can be prevented
at compile time with Rust, as in Holo.

Distribution of Root Causes. As shown in Table V, we em-
ploy this taxonomy to analyze the distribution of root causes.
Routing Maintenance Faults (C4) are the most prevalent, ac-
counting for 35.2% of the dataset, followed by I/O Faults (C1)
at 28.6%. In contrast, Routing State Machine Faults (C2) are
the least frequent, representing 9.6%. While every category
represents a non-negligible share (near or above 10%), C1
and C4 clearly dominate, together accounting for 63.8% of all
faults. This predominance stems from the inherent operational
mechanics of routing protocols. At their core, routing daemons
act as complex, continuous data-processing pipelines: they

void processN(isis_spftree *spf, uint32_t id) {
isis_spftree *vertex;
vertex = isis_find_vertex(&spf->tents, id);
// ...
isis_vertex_queue_delete(&spf->tents, vertex);

+ hash_release(spf->prefix_sids, vertex);
isis_vertex_del(vertex);
// ...

}

01.
02.
03.
04.
05.
06.
07.
08.
09.

Fig. 10: Code Example for C5 (PR#16021)

must constantly parse loosely formatted external packets from
untrusted sources, while simultaneously maintaining massive,
highly dynamic internal data structures, such as routing tables
and neighbor topologies.

Because no single category accounts for a vast majority
of the bugs, developers cannot rely on a one-dimensional
testing strategy. Instead, this distribution implies a critical
need for a multi-faceted, defense-in-depth approach to qual-
ity assurance. To secure the external attack surface against
C1 faults, developers should aggressively integrate grammar-
aware fuzzing [12], [25] to validate boundary conditions and
input sanitization. For internal semantic correctness, such as
mitigating C2, C3, and C4 faults, developers are encouraged
to adopt stateful analysis to strictly enforce state machine
invariants [10], [56]. Finally, resource management faults
(C5) should be systematically prevented by incorporating
standard static analyses, fuzzers, and memory sanitizers (e.g.,
ASan [62]) directly into the continuous integration pipeline.

B. RPIB Types vs. Root Causes

RPIB types discussed in §III-A and code-level root causes
are orthogonal by design. To explore their correlations, we
cross-map all seven bug types against the five root causes.

Causal Locality. As shown in Fig. 12, six out of the seven
RPIB types are dominated by a single fault category: C1
causes 80.7% of (De)parse bugs and 57.7% of Logging bugs;
C2 drives 52.1% of Session bugs; C4 accounts for 58.2%
of Configuration bugs and 41.4% of Routing bugs; and C5
triggers 83.3% of System bugs. This concentration indicates
strong causal locality: bugs within a specific component typ-
ically originate from root causes closely associated with that
component’s core functionality. For example, since (De)parse
components are primarily composed of encoding and decoding
logic, they are inherently tied to I/O Faults (C1); consequently,
the root cause of (De)parse bugs is most frequently C1.

Nonetheless, such causal locality is not absolute. Root
causes that appear logically distant from a specific bug type
can still be the underlying source. For example, Fig. 11 shows
a Deparsing bug in a BGP implementation rooted in Routing
Maintenance Faults (C4) instead of I/O Faults (C1). Specif-
ically, the buggy code incorrectly maintains an internal data
structure, namely peer->flags: it omits the flag-setting at line
4. As such, the deparsing procedure (lines 8-15) generates a
malformed packet because it skips the branch at line 11 and
fails to append a flag to the outgoing packet at line 12.
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int set_peer_interface(peer *peer) {
// set peer flags
SET_FLAG(peer->flags, CAPABILITY_ENHE);

+ SET_FLAG(peer->flags, CAPABILITY_LINK_LOCAL);
// set other flags ...

}

uint16_t bgp_gen_peer_packet(peer *peer) {
uint8_t *packet;
// ...
if (CHECK_FLAG(peer->flags, CAPABILITY_LINK_LOCAL)){
append_data(packet, CAPABILITY_CODE_LINK_LOCAL);

}
// ...

}

01.
02.
03.
04.
05.
06.
07.
08.
09.
10.
11.
12.
13.
14.
15.

Fig. 11: (De)parse Bugs Rooted in C4 (PR#18080)

Finding 3: RPIBs’ root causes can be categorized into five
primary classes, each accounting for 35.2% to 9.6%, with
Routing Maintenance Faults ranking first at 35.2%.
Implication: Developers must mitigate all five primary root
causes during implementation, prioritizing routing maintenance,
but without letting its top rank overshadow the others.

An Exception. As an exception, Synchronization bugs, which
concern cross-protocol interactions, are not dominated by
a single root cause. Instead, they are affected by all five
root causes to a roughly comparable extent: C1 (26.4%), C2
(16.3%), C3 (10.8%), C4 (33.3%), and C5 (13.2%). This is
because the synchronization component in a routing protocol
implementation serves as a bridge across multiple protocols,
which requires the correct functioning of multiple domains,
including packet processing (closely associated with C1),
state management (C2), path computation (C3), internal data
structure maintenance (C4), and resource management (C5).
Since a violation in any of these areas can manifest as a
synchronization bug, these bugs are inherently rooted in a wide
spectrum of root causes.

Finding 4: Synchronization bugs frequently stem from multiple
root cause classes, with no single dominant root cause, whereas
other bug types are dominated by a single root cause.
Implication: The scattered root causes of Synchronization bugs
make a single fix methodology impossible. Developers must
adopt broad, comprehensive checking strategies, particularly for
cross-protocol interactions.

To secure the synchronization component, developers can-
not rely on localized, single-component testing methodologies
or targeted fixes. Instead, they must adopt holistic, cross-
layer verification or validation strategies that evaluate the
synchronization component as an integrated system. In par-
ticular, we shall design and develop quality-assurance tech-
niques, e.g., [63], to address cross-protocol interactions, which
frequently result in critical, hidden consequences [64], [65].
While research in this area is growing, it still lags behind the
more common focus on single-protocol analysis.

V. RQ3: TRIGGERING CONDITIONS

Triggering a bug is a fundamental prerequisite for its con-
firmation, remediation, and exploitation. Different from con-
ventional software, triggering an RPIB necessitates a complex

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

System

Logging

Synchronization

Routing

(De)parse

Session

Configuration

I/O Faults (C1) Routing State Machine
Routing Calculation Routing Maintenance
Resource Management

I/O Faults (C1)
Routing Calculation Faults (C3) Routing Maintenance Faults (C4)
Resource Management Faults (C5)

58.2%

57.7%

83.3%

52.1%

80.7%

41.4%

26.4% 33.3%10.8%16.3% 13.2%

Routing State Machine Faults (C2)

Fig. 12: Root Causes vs. RPIB Types

interplay of environmental factors due to the decentralized na-
ture of routing protocols. We define an RPIB trigger as a tuple
(Env,Action), where Env represents a network environment,
containing a set of interconnected routers (§V-A), while Action
denotes the inputs (§V-B), including traffic actions (§V-C) and
management actions (§V-D). This framework acknowledges
that many RPIBs are triggered only when an appropriate action
is performed within a specific network.

A. Network Environment

Establishing a network environment (i.e., a network topol-
ogy with interconnected routers) is often a prerequisite for
triggering an RPIB. Although the complexity of the network
environment can be characterized by various metrics, we
use “the minimal number of routers required to trigger an
RPIB” as our classification metric because it is simple, clear,
and directly reflects the network scale. Specifically, we first
construct a “large” topology that triggers the RPIB and then
iteratively remove routers until any further removal prevents
its reproduction, yielding the minimal number of routers.

Surprisingly, despite the decentralized and distributed char-
acteristics of routing protocols, as shown in Fig. 13(a), almost
all RPIBs (>98%) can be triggered in networks consisting of
no more than three routers, with only the remaining 1.8%
requiring over three routers. Two-router networks account
for the largest proportion (59.5%), followed by single-router
networks (27.7%). Combined, these two categories constitute
more than four-fifths of all cases, suggesting that most RPIBs
can be triggered either locally on a single router or through in-
teractions between neighboring routers. Three-router networks
account for a further 11.0% of cases, mainly because routing-
path bugs often arise only when the buggy router must choose
among routes learned from at least two competing next-hop
routers, and three routers are often sufficient to create such
route-selection scenarios.

Finding 5: Most (>98%) RPIBs can be triggered in networks
with no more than three routers. Among them, networks con-
sisting of one, two, and three routers account for 27.7%, 59.5%,
and 11.0%, respectively.
Implication: While incorporating network environments into
validation or verification techniques is often necessary to un-
cover RPIBs, a small number of routers (≤3) is sufficient in
most cases.
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(a) (b)

One Router, 
27.7%

Two 
Routers, 
59.5%

Three Routers, 
11.0%

More Routers, 
1.8%

Management
Action, 60.7%

Traffic Action,
39.3%

Fig. 13: (a) Distribution of #Routers; (b) Management Actions
vs. Traffic Actions

While creating large-scale topologies containing dozens of
routers could make it easy to find bugs, such as [66], [67], our
analysis above shows that most RPIBs can be triggered in a
network with no more than three routers. This result implies
that large-scale environments may not always be necessary
for effective RPIB discovery. Thus, existing techniques could
be improved in small-scale network environments (that are
simpler and less costly) while remaining highly effective.

B. Traffic Actions vs. Management Actions

Beyond the network environment, triggering an RPIB re-
quires specific traffic and management actions. While a se-
quence of actions may be involved to trigger a bug, we
focus exclusively on the final action that directly executes the
buggy code. Preceding actions merely establish prerequisites;
therefore, our analysis centers on the terminal action that holds
a direct causal link to the RPIB.

Traffic Actions. RPIBs may be triggered by traffic actions,
such as sending a malformed packet to a router or overloading
a router with excessive traffic, among others. Fig. 6(a) shows a
typical example in which, upon receiving a special packet, the
router executes the buggy function ospf te parse, thereby
triggering the RPIB. Additionally, the bugs in Fig. 9 and
Fig. 10 can both be triggered by sending routing update pack-
ets; specifically, the former is triggered by an update packet
that forces the removal of an external router’s status, whereas
the latter is triggered by a packet that drops a neighboring
router from a routing table.

Management Actions. RPIBs may be triggered by manage-
ment actions, such as configuring routing policies, updating
link costs, or adjusting process controls, which are often
performed via command-line interfaces by privileged users.
Fig. 6(b) shows a typical example: when an administrator con-
figures the number of optimal paths for the RIP protocol (e.g.,
via the command router rip; allow-ecmp [num]), it runs the
buggy function and triggers the bug at line 5. Furthermore, the
bugs in Fig. 7, Fig. 8, and Fig. 11 are triggered by management
commands that establish a new link, retrieve interface costs,
and configure interface attributes, respectively.

Distribution. Fig. 13(b) shows that both action categories
account for a substantial share of RPIB triggers: management
actions trigger 60.7% of RPIBs, and traffic actions trigger
the remaining 39.3%. Although management actions are more
common, neither category is negligible. This is expected, since

routing implementations maintain correct routing state through
both dynamic network interactions (e.g., processing protocol
packets) and administrative interventions (e.g., applying con-
figurations and policies). Both inputs are therefore significant
attack surfaces, and testing that focuses on only one of them
would miss a large fraction of RPIBs.

Finding 6: The two categories of actions, i.e., traffic actions and
management actions, account for 39.3% and 60.7% respectively,
each accounting for a substantial share.
Implication: We must consider both categories in routing
validation or verification techniques, rather than predominantly
focusing only on either of them.

While both traffic and management actions are critical in
triggering RPIBs, current mainstream research predominantly
focuses on leveraging traffic actions for routing testing (e.g.,
via traffic flooding [68], [69], packet-oriented fuzzing [25],
[56], and dynamic packet interception [70], [71]), with sig-
nificantly less attention directed at management actions. This
finding suggests that future routing testing techniques should
seamlessly integrate management actions and systematically
explore the vast and intricate state space introduced by ad-
ministrative configurations to uncover more RPIBs.

C. Breakdown of Traffic Actions

We classify traffic actions into three categories based on how
network traffic can be manipulated to trigger RPIBs: Injection,
Flooding, and Interception. The former two denote actions
in which attackers or peers send packets to a target router,
whereas the latter denotes cases in which attackers intercept
packets sent from a target router.

Traffic Injection. Traffic Injection means an RPIB is triggered
when an attacker or a peer sends the target router one or a
small number of routing packets. The packet may be well-
formed, malformed, forged, content-modified, or part of a
small-scale replay attack. This is the most common case,
accounting for 95.8% of the observed RPIB triggers. The bugs
discussed before, i.e., Fig. 6(a), Fig. 9 and Fig. 10, belong to
this case.

Traffic Flooding. Unlike traffic injection, which triggers bugs
by sending a small number of routing packets, Flooding occurs
when a router’s flawed logic fails under high traffic stress. This
is triggered when an attacker or peer sends routing packets
at a massive scale, overwhelming the device. For example,
an OSPFv3 bug in FRRouting PR#9019 caused unnecessary
scans of unrelated routes when processing many thousands of
routes. The resulting prolonged SPF processing could disrupt
adjacencies configured with short dead timers.

Traffic Interception. Unlike Injection and Flooding, which
rely on sending malicious or excessive traffic to a target router,
Interception intercepts, drops, blocks, or filters packets sent out
from the target router. Such interception may trigger fault-
tolerant mechanisms, such as resending a dropped packet,
thereby leading to certain RPIBs. For example, in FRRouting
PR#15026, an OSPF bug is triggered when OSPF Hello
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packets are blocked. This interception causes the connec-
tion between routers to time out and disconnect. Once the
router detects the disconnection, it activates its fault-tolerant
mechanism, which fails to handle the sudden disconnection
and retains outdated routing data in its database, leading to
inconsistent network information.
Distribution. Fig. 14(a) shows that traffic actions are domi-
nated by injection, accounting for 95.8% of the observed RPIB
triggers in this category, while the others, such as flooding and
interception, only account for 1.9% and 2.3%, respectively.
The rarity of other actions is logical: routing protocols natu-
rally tolerate dropped packets and missing acknowledgments,
mitigating the impact of interception. Besides, flooding tar-
gets implementation flaws under high stress, which are less
common as they are robustness issues rather than logic bugs.

Finding 7: Traffic actions are predominantly driven by the
injection of network traffic, which accounts for 95.8% of the
observed cases. In addition, traffic flooding and interception
account for only 1.9% and 2.3%, respectively.
Implication: Since injection-triggered RPIBs are essentially
traffic processing flaws triggered by receiving manipulated rout-
ing data, traditional packet-oriented fuzzing techniques remain
highly relevant.

This finding highlights an alignment between the nature
of RPIBs and the capabilities of standard security testing
tools. Injection dictates that an RPIB is triggered when a
router receives and processes packets from an external source.
Since conventional packet-oriented fuzzers, e.g., [8], [9], [10],
natively simulate this exact interaction by establishing peer
connections and injecting mutated data, their testing method-
ology mirrors the dominant RPIB trigger.

D. Breakdown of Management Actions

Following the documentation of the investigated routing
protocol implementations [72], [73], we divide management
actions into four categories: Router, Interface, Policy, Monitor.
Router Actions. Router actions bring routers up or down and
define global routing attributes, such as the unique router iden-
tity for establishing connections, and the hello/dead timers for
keeping connections alive, among many others. For example,
router ospf; ospf router-id 1.1.1.1 is a router action that
sets the identity of a router to 1.1.1.1.
Interface Actions. Each router may contain multiple inter-
faces connecting to other routers. Interface actions define the
attributes of interfaces and their associated links (e.g., interface
IP addresses and link costs). For instance, interface eth0; ip

ospf cost 100 is an interface action that sets the link cost on
interface eth0 to 100, which is used to compute routing paths.
Policy Actions. Policy actions configure routing strategies to
determine feasible routing paths, e.g., by excluding specific
paths from selection. For example, router rip; allow-ecmp

2 is a policy action for RIP that enables a router to forward
packets over up to two equal-cost paths at the same time.
Monitor Actions. Monitor actions are used to inspect the
runtime status for maintenance and debugging purposes. For

(a) (b)
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Fig. 14: (a) Breakdown of Traffic Actions; (b) Breakdown of
Management Actions

instance, show bgp neighbor is a BGP monitor command that
allows the administrator to view all neighbors connected to a
router.

Distribution. The distribution of the four kinds of manage-
ment actions is shown in Fig. 14(b). Router actions rank first,
accounting for 28.0%, followed closely by Policy actions at
27.3% and Interface actions at 26.9%. Monitor actions account
for the smallest share, at 17.8%. Overall, no single type of
management action is dominant.

Finding 8: The four types of management actions, namely
Router, Policy, Interface, and Monitor actions, occur with
broadly similar frequencies, accounting for 28.0%, 27.3%,
26.9%, and 17.8%, respectively.
Implication: Bug discovery techniques involving management
actions should cover all four categories of management actions
rather than prioritizing a subset.

Leveraging the management actions for testing (or trig-
gering RPIBs) is challenging because different action types
require distinct testing strategies. Specifically, Monitor actions
can reveal routers’ internal states and thus align well with
black-box testing. In contrast, Router and Interface actions
can alter connectivity between neighbors, requiring session-
level testing oracles, whereas Policy actions can affect route
selection and propagation, requiring routing-result oracles.
As a result, comprehensive testing must integrate multiple
techniques and specialized oracles to test all action types.

VI. RQ4: SECURITY IMPACTS

Returning to the threat model this work applies, this section
examines the security impacts that the RPIBs may produce.
Particularly, as discussed in §II-B, each security impact can be
viewed from two complementary angles: the general security
consequences and their manifestation in networks. We first
analyze these two dimensions in §VI-A and §VI-B, and then
compare IGP and BGP in §VI-C.

A. General Security Consequences.

As detailed in §II-B and RFC 4593 [48], RPIBs can cause
four general security consequences: Disclosure, Deception,
Disruption, and Usurpation. Fig. 15 shows their distribution
from different angles.

Overall Distribution. Fig. 15(a) reports the distribution over
all observed consequences: an RPIB that produces multi-
ple consequences contributes once to each of them, so the
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percentages are shares of consequence occurrences rather
than of bugs. As shown in (a), Disruption (i.e., the in-
terruption or degradation of routing services) dominates at
86.1%, largely because routing implementations operate as a
sequential pipeline as illustrated in Fig. 3. Therefore, an error
in any intermediate stage, such as Configuration, (De)parse, or
Routing, can potentially cause incorrect routing calculations or
even complete protocol crashes, directly leading to Disruption.

Conversely, Usurpation (i.e., seizing unauthorized control
of a legitimate router’s services) accounts for the smallest
share (1.7%). While implementation errors frequently disrupt
packet forwarding or protocol sessions, successfully subverting
protocol control or policy execution to gain unauthorized
service control requires highly specific logic flaws, making
Usurpation much rarer.

Finding 9: The general security consequences of RPIBs fall
into four primary dimensions: Disruption, Deception, Disclo-
sure, and Usurpation. Overall, Disruption is the most prevalent
(86.1%), while Usurpation is the least common one (1.7%).
Implication: In defending against the general security con-
sequences caused by RPIBs, we should focus primarily on
mitigating Disruption, the most prevalent consequence.

Given that Disruption dominates the general security con-
sequences, accounting for over four-fifths of the observed im-
pacts, defense strategies must urgently prioritize maintaining
routing service availability. This strongly suggests a critical
need to integrate established routing disruption detection tech-
niques, e.g., [74], [75], into the network monitoring ecosystem.
By leveraging these techniques, we can continuously detect
the early symptoms of Disruption caused by RPIBs, thereby
enabling timely repair and strengthening the resilience of the
overall routing infrastructure.
Hybrid Consequences. Fig. 15(b) captures the fact that an
RPIB may produce multiple security consequences. It reports
the distribution over bugs: each RPIB is counted exactly
once, either under the single consequence it produces or
under Hybrid if it produces multiple (hybrid) consequences.
We have three observations from Fig. 15(b). First, 85.4% of
RPIBs produce Disruption in isolation, which lets Disruption
still rank first even from a different angle. Second, 13.2%
of RPIBs cause hybrid consequences, indicating that RPIBs
can often trigger a “compound threat” in which a single
implementation flaw simultaneously compromises multiple
security pillars. Third, Usurpation does not occur in isolation,
appearing in 14.5% of hybrid cases. This is because once an

attacker controls a router’s services, it can readily misdirect
(Deception), expose (Disclosure), or interrupt (Disruption) the
traffic those services handle.

Finding 10: All observed Usurpation cases are accompanied
by other subsequent consequences, indicating that Usurpation
is closely associated with broader security impacts in RPIBs.
Implication: If a security monitor detects a Usurpation event,
the system should assume a total compromise is already under-
way. We cannot respond to the Usurpation without considering
the other consequences it enables.

Since Usurpation inherently triggers cascading malicious
impacts, security monitors must treat it as an indicator of a
broader, multi-stage attack rather than an isolated anomaly.
Mitigating this threat within decentralized routing architec-
tures requires a comprehensive approach across detection, re-
sponse, and containment. To limit the scope of consequences,
frameworks like RPKI [76], [77] can reject advertisements
with invalid origins, limiting the extent to which a compro-
mised node can propagate deceptive routes.

B. Manifestation in Networks

We further study how the security consequences caused by
RPIBs manifest at the network level. As listed in Table II
and detailed in Appendix A, RFC 4593 [48] categorizes these
manifestations into 12 ways: Congestion, Blackhole, Looping,
Partition, Churn, Instability, Overcontrol, Clog, Starvation,
Eavesdrop, Cut, and Delay.

As shown in Fig. 16, Cut (i.e., misperceiving a reachable
destination as unreachable), Delay (i.e., forcing traffic onto
suboptimal paths), Blackhole (i.e., attracting traffic to a router
that drops it), and Partition (i.e., misperceiving themselves
as offline) are the four most frequent network-level dam-
ages, accounting for 20.8%, 19.6%, 13.5%, and 13.0% of all
manifestation occurrences, respectively, totaling about two-
thirds. These are most prevalent because routing protocols
are designed to ensure reachability: any logic error inevitably
results in traffic being lost (Cut), misdirected (Blackhole),
slowed (Delay), or isolated (Partition).

Finding 11: Security consequences caused by RPIBs primarily
manifest as Cut, Delay, Blackhole, and Partition in networks,
accounting for 20.8%, 19.6%, 13.5%, and 13.0%, respectively,
totaling about two-thirds.
Implication: When monitoring security symptoms caused by
RPIBs, Cut, Delay, Blackhole, and Partition are significant
indicators of compromised networks.

Given that the four security symptoms discussed above (i.e.,
Cut, Delay, Blackhole, and Partition) represent the largest
share of network damages, security teams should shift their
primary focus toward these specific anomalies during network
monitoring. By incorporating advanced detection techniques,
e.g., [78], [79], [80], [81], into current monitoring infrastruc-
tures, we can identify these symptoms more accurately and in
a timely manner.
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C. Protocol Disparity Analysis.

This section compares BGP with IGP in terms of the
security consequences (Fig. 17) and network-level manifesta-
tions (Fig. 18), examining whether differences in their design
and application scenarios shape their security patterns. We
compute the percentages of consequence or manifestation
occurrences for BGP and IGP independently. Recall that BGP
and IGP have a similar number of bugs in the dataset (see
Table III). Thus, the distribution comparisons below also
reflect the absolute bug counts.

Both protocols exhibit remarkably similar general conse-
quences, with Disruption overwhelmingly dominating both
BGP (84.6%) and IGP (87.8%). They also share the same
top four most prevalent network-level manifestations: Cut,
Delay, Blackhole, and Partition, which collectively account
for 66% and 67.8% of BGP and IGP, respectively. This
consistency stems from the fact that their core functional
components for message processing, route computation, and
neighbor maintenance are highly analogous.

Finding 12: Both the number and distribution of BGP and IGP
are largely consistent across the 4 general security consequences
and the 12 network-level manifestations, resulting in similar
security implications.
Implication: Although BGP receives more attention in research,
IGP bugs can indirectly lead to similar delivery and infras-
tructure damage; therefore, IGP deserves comparable security
testing and research effort.

Existing bug discovery techniques are predominantly fo-
cused on BGP, e.g., [2], [57]. Because BGP and IGP operate
on different mechanisms, these BGP-centric tools often cannot
be applied to IGP. However, this finding shows that the security
impact of IGP bugs is remarkably similar to that of BGP across
all consequence classes. This indicates a significant gap in
current network security assurance. Therefore, future research
cannot neglect methodologies tailored to IGP, ensuring that
intra-domain routing infrastructures receive the same level of
rigorous security validation as BGP.

VII. RELATED WORK

In this work, we conduct a large-scale, systematic empirical
study specifically targeting security bugs in routing protocol
implementations, namely RPIBs. Existing empirical studies
on network reliability span three dimensions: human factors,
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hardware, and software. This section distinguishes our work
from these existing works.

Human Factors. Prior works [82], [83], [84], [85], [86]
leverage configuration analysis, support forum mining, and
operator surveys to demonstrate that misconfigurations and
management complexity are predominant drivers of network
outages, often demanding extensive manual effort to diagnose
and resolve. Unlike the configuration-related software bugs
studied in this paper, these prior studies examine how humans
make mistakes when configuring a network.

Hardware. Studies on hardware failures [87], [88], [89], [90]
examine device telemetry and connectivity events, revealing
that hardware faults typically exhibit strong spatial correlation,
often localized within specific devices. While hardware-centric
research offers valuable perspectives on network reliability,
they complement our software-centric focus on routing proto-
col implementations.

Software. From the software perspective, Yin et al. (2010) [53]
provided a preliminary, coarse-grained characterization of bugs
in routing implementations sixteen years ago. Our work dis-
tinguishes itself in three primary dimensions:

• Relevance of target systems: The protocol suites investi-
gated by Yin et al., such as Quagga, have largely tran-
sitioned out of active maintenance. In contrast, we focus
on modern, actively maintained artifacts, thus capturing
current industry trends and the evolving security posture
of contemporary routing software.

• Dataset scale and openness: Our study leverages a signif-
icantly larger dataset of 1,255 RPIBs, providing the sta-
tistical power necessary for more robust generalizations
than previous small-scale studies. By contrast, the prior
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study investigates a much smaller dataset of 364 RPIBs,
which is also not publicly available.

• Granularity of analysis: Traditional taxonomies, including
those used by Yin et al., often limit categorization to
broad “memory” versus “semantic” distinctions. Our ap-
proach moves beyond these generalities by mapping bugs
to routing-specific functional components. We specifi-
cally isolate “security-critical” RPIBs and analyze them
through a multi-dimensional lens, identifying causes, trig-
gers, and security impacts, to provide actionable, domain-
specific insights for both developers and researchers.

To sum up, our work advances prior work by shifting from
legacy systems to modern implementations that reflect current
industry standards. By building an open dataset of 1,255
RPIBs, we significantly expand the empirical scope and pro-
vide a high-fidelity, routing-specific taxonomy. This enables
granular mapping of root causes and security impacts to
functional components, providing the targeted insights needed
for actionable defenses.

VIII. CONCLUSION

In this paper, we present a systematic study of 1,255 real-
world routing protocol implementation bugs (RPIBs) across
three major routing suites, investigating their types, root
causes, triggering conditions, and security impacts. From this
study, we obtain twelve findings that are expected to provide
developers and researchers with novel insights into routing
system design and bug detection.
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APPENDIX A
MANIFESTATION OF SECURITY CONSEQUENCES

As discussed in §II-B and listed in Table II, the four gen-
eral security consequences (Disclosure, Deception, Disruption,
Usurpation) may manifest in 12 ways in a network. This
section discusses their definitions and provides case studies.

There are 12 different manifestations, specifically,
Congestion occurs when routing anomalies concentrate
excessive traffic on certain links, causing the traffic demand
to exceed link capacity. Blackhole occurs when large-volume
traffic is drawn to a router that drops the packets rather
than forwarding them toward the destination. Looping
occurs when routers repeatedly forward traffic along a
cyclic path, preventing it from ever reaching the destination.
Partition occurs when some routers wrongly infer that
they have been separated from the rest of the network,
even though connectivity still exists. Churn occurs when
routing paths change repeatedly and unnecessarily, causing
continual fluctuations in forwarding behavior. Instability
occurs when routers fail to converge on consistent routing
results. Overcontrol occurs when excessive control messages,
such as heartbeats, consume substantial link bandwidth and
crowd out normal traffic. Clog occurs when large numbers
of protocol messages exhaust device resources (e.g., CPU
and memory). Starvation occurs when traffic is forwarded
to a router that cannot deliver it, so the destination is
never reached. Eavesdrop occurs when traffic is exposed
to unintended observers, thereby creating opportunities for
information leakage. Cut occurs when routers misperceive a
reachable destination as unreachable, causing traffic to that
destination to be abandoned. Lastly, Delay occurs when traffic

r1

r3

r2
⑦ Churn

Thello=Tdead ⑧ Overcontrol
⑨ Clog

r3

r2

⑫Starvation

⑪ Instability

10M
bps

r3 r6
1Mbps

r5100Mbps

100M
bps

④ Congestion

r2

r1② Blackhole

③ Eavesdrop

① Delay

⑤ Cut

⑥ Partition
AS1 AS2

r4

Crash

r1
⑩ Looping

Split Err

(a)

(b) (c)

Fig. 19: Examples of the 12 network consequences: (a) a
BGP bug (PR#14645) causing Delay, Blackhole, Eavesdrop,
Congestion, Cut, and Partition; (b) an OSPF bug (PR#15014)
causing Churn, Overcontrol, and Clog; and (c) an RIP bug
(PR#18189) causing Looping, Instability, and Starvation.

is forwarded along a suboptimal path, increasing delivery
latency relative to the intended route.

Case Study 1. Fig. 19 (a) illustrates a BGP network with six
routers. Routers r1–r4 are in AS1, whereas routers r4–r6 are
in AS2; r4 is the boundary router connecting the two ASes.
In this scenario, a confidential message is sent from r1 to r3.
Two paths are available: r1 → r2 → r3 (red path) and r1 → r4
→ r3 (green path). Because the green path has much higher
bandwidth (100 Mbps vs. 1 Mbps), it is optimal and preferred.

Assume that an attacker can observe traffic at r2. To eaves-
drop on the confidential message, the attacker exploits a BGP
RPIB (PR#14645) with a malformed packet, crashes BGP
on r4, and thereby forces traffic onto the red path through
r2. Although the green path remains physically connected, r1
considers it unavailable because BGP on r4 is down. As a
result, r1 forwards the confidential message along the red path
instead of the optimal green path.

This rerouting causes several consequences. The suboptimal
path introduces Delay. Because the traffic passes through
r2, the attacker can perform Eavesdrop, and r2 become a
Blackhole. The low-bandwidth link between r2 and r3 may
also cause Congestion. Meanwhile, routers in AS2 lose logical
reachability to r3 despite the physical link, resulting in Cut;
they may also incorrectly infer that AS1 is disconnected,
causing Partition.

Case Study 2. Fig. 19(b) illustrates an OSPF network with
three routers. There are two paths from r1 to r3: the green
path, r1 → r2 → r3, and the red path, r1 → r3. The green path
is the optimal route.

In this scenario, the administrator misconfigures the link
between r1 and r2 by setting the hello interval, which deter-
mines how often heartbeats are sent to detect whether r2 is
alive, equal to the dead interval, which specifies how long r1
waits without receiving heartbeats before declaring r2 dead.
Due to an OSPF configuration bug (PR#15014), this invalid

17

https://doi.org/10.1145/972374.972379
https://www.usenix.org/legacy/events/osdi04/tech/full_papers/naragaraja/naragaraja_html/
https://www.usenix.org/legacy/events/osdi04/tech/full_papers/naragaraja/naragaraja_html/
https://doi.org/10.1145/2018436.2018477
https://doi.org/10.1145/1966445.1966477
https://doi.org/10.1145/1966445.1966477
https://doi.org/10.1109/DSN.2017.26
https://doi.org/10.1145/1807128.1807161
https://doi.org/10.1145/1807128.1807161
https://github.com/FRRouting/frr/pull/14645
https://github.com/FRRouting/frr/pull/15014
https://github.com/FRRouting/frr/pull/18189
https://github.com/FRRouting/frr/pull/14645
https://github.com/FRRouting/frr/pull/15014


TABLE VI: Keywords and their English variants.

Keyword Variants

bug bugs, bugged, bugging, buggy, debug, debugs, debugged,
debugging, debugger, debuggers

defect defects, defected, defecting, defective, defectively, de-
fectiveness

error errors, errored, erroring, erroneous, erroneously
fault faults, faulted, faulting, faulty, faultier, faultiest, fault-

less, faultlessly
fix fixes, fixed, fixing, fixer, fixers, bugfix, bugfixes, hotfix,

hotfixes
issue issues, issued, issuing
crash crashes, crashed, crashing, crasher, crashers
security secure, secures, secured, securing, securely, insecure,

insecurity, insecurities
correct correctly, incorrect, incorrectly
close closes, closed, closing

configuration bypasses the configuration check. As a result, r1
repeatedly oscillates between considering r2 alive and dead.
This behavior causes three consequences. First, r1 repeatedly
sends a large number of routing packets (e.g., information
packets) in an attempt to maintain or reestablish the adjacency
with r2, resulting in Overcontrol. Second, r2 must continuously
process these excessive hello packets, leading to Clog. Third,
because r1 repeatedly treats the r1-r2 link as up and down,
it keeps switching traffic between the green and red paths,
causing Churn.

Case Study 3. Fig. 19(c) illustrates the consequences brought
by an RIP bug (PR#18189). Router r2 intends to send packets
to r3 via r1. However, due to a configuration bug, r2 fails
to enable split horizon, a mechanism designed to prevent
forwarding loops. As a result, r2 incorrectly advertises to r1
that the next hop to r3 is itself. Consequently, when r2 forwards
packets for r3 to r1, r1 sends them back to r2, causing the
packets to circulate repeatedly between the two routers and
forming a Looping. Although r2 believes that a path to r3
exists, the packets can never reach the destination, resulting in
a Starvation. The root cause is the inconsistent routing results
between r1 and r2, which prevent correct convergence and lead
to Instability.

APPENDIX B
KEYWORDS

Table VI shows all keywords and their variants in data
filtering.

APPENDIX C
RPIB SUBTYPES

Table IV further divides each RPIB type into subtypes as
per how they manifest. In Configuration bugs, Parse Rejec-
tion (T1) denotes valid configuration inputs being rejected;
Parse Corruption (T2) denotes accepted inputs being incor-
rectly translated into internal configuration state; Parse Val-
idation Bypass (T3) denotes invalid inputs bypassing valida-
tion; Configuration Failure (T4) denotes configuration changes

failing to take effect; Configuration Corruption (T5) denotes
incorrect creation, update, or interpretation of configuration
state; Persistence Omission (T6) denotes configuration data not
being persisted; and Persistence Malformation (T7) denotes
malformed persisted configuration data. Fig. 4(b) shows that
Configuration Corruption dominates, accounting for 36.4%
of configuration bugs, followed by Configuration Failure at
35.7% and Parse Rejection at 10.4%.

In Session bugs, Establishment Failure (T8) denotes failures
in creating or negotiating a routing session, while Unexpected
Drop (T9) denotes incorrect termination of an established
session. Fig. 4(c) shows that Establishment Failure is slightly
more common than Unexpected Drop (54.5% vs. 45.5%).

In (De)parsing bugs, Parse Rejection (T10) denotes valid
protocol messages being rejected; Parse Corruption (T11)
denotes protocol messages being incorrectly translated into in-
ternal representations; Parse Validation Bypass (T12) denotes
invalid protocol messages bypassing validation; Deparsing
Failure (T13) denotes failures in generating outgoing pro-
tocol messages; and Deparsing Malformation (T14) denotes
malformed outgoing protocol messages. Fig. 4(d) shows that
Deparsing Malformation is the largest subtype, accounting for
40.6%.

In Routing bugs, Calculation Path Omission (T15) denotes
valid routes being omitted from route computation; Calcula-
tion Logic Error (T16) denotes incorrect route-computation
results; Storage Entry Omission (T17) denotes computed
routing entries not being installed or stored; and Storage
Entry Corruption (T18) denotes stored routing entries being
incorrect or corrupted. Fig. 4(e) shows that Storage Entry
Corruption dominates, accounting for 59.6%.

In Synchronization bugs, Propagation Failure (T19) denotes
failures in propagating routing information across protocols,
while Data Inconsistency (T20) denotes inconsistent routing
information after synchronization. Fig. 4(f) shows that Prop-
agation Failure is more common than Data Inconsistency
(60.5% vs. 39.5%).

In Logging bugs, Content Error (T21) denotes incorrect
or misleading log contents, while Generation Failure (T22)
denotes failures in producing expected logs. Fig. 4(g) shows
that Content Error accounts for 45.9%, while Generation
Failure accounts for 54.1%.

In System bugs, System Management Failure (T23) denotes
failures that block normal process lifecycle operations, such as
startup, shutdown, restart, or cleanup. System Corruption (T24)
denotes abnormal runtime process states, such as crashes,
zombie processes, or severe resource leakage. Fig. 4(h) shows
that System Management Failure is much more common than
System Corruption (72.2% vs. 27.8%).

Overall, developers and researchers can refer to this distri-
bution of bug subtypes discussed above to benchmark the reli-
ability of routing protocol implementations against this known
distribution. Such benchmarking allows teams to quantify how
their specific implementation stacks up against industry-wide
failure patterns, transforming raw bug counts into a compara-
tive metric for software maturity and operational readiness.
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