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Abstract
This paper aims to address a significant gap in inferring pre-
cise format specifications for network protocols, particularly
regarding the exact constraints on network packet fields. That
is, while current methods can often derive accurate syntactic
structures that divide a network packet into multiple fields,
they typically struggle to capture the semantic dependencies
or constraints among those fields. To address this issue, our
central insight is that large language models (LLMs) have
proven effective across various tasks, and adversarial interac-
tions among these tasks can significantly alleviate the hallu-
cination problem. Based on the insight, we propose a novel
approach to generating precise protocol formats by adversari-
ally combining LLM-based specification inference and code
generation. By inputting the structured RFC documents of
network protocols into LLMs, we generate both packet for-
mats and reference packet parsers that iteratively refine one
another to reduce hallucinations: the packet formats allow us
to create a variety of network packets for parser testing, while
runtime checks in the parsers help identify format errors. Our
evaluation of 8 protocols shows a significant increase in preci-
sion and recall, achieving a 326% improvement over the state
of the art in inferring field constraints. Furthermore, the im-
proved format specifications enable effective fuzzing, leading
to the discovery of 24 zero-day vulnerabilities in widely used
protocol implementations.

1 Introduction

Network protocols serve as the language for communication
across a wide range of systems. The format specification of a
network protocol outlines the structure of network messages
(a.k.a. packets) in the language, detailing (1) the syntactic
structure, i.e., how a message is composed of multiple fields,
and (2) the semantic dependencies, i.e., constraints among the
fields. Such format specifications are essential for many secu-
rity tasks, including network fuzzing [21,39,51,80], intrusion
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detection [17, 23, 24, 40], and verification [2–5], etc. As such,
a thorough understanding of protocol formats is crucial for
maintaining robust network security.

Existing Work. Despite decades of research, deriving precise
format specifications remains a significant challenge. One line
of existing work takes protocol implementations, either source
code [53,55] or compiled binaries [6,7,13,27,33,34,66], as the
primary input and applies dynamic or static program analysis
to infer format specifications. These techniques, although they
leverage rich implementation logic to aid format inference,
inevitably inherit flaws from imperfect protocol implementa-
tions. As illustrated in §2, if an implementation itself omits
a critical semantic constraint among fields, the specification
inferred from the implementation will also lack that constraint
and thus be blind to the very bug it was meant to uncover.
To mitigate this implementation bias, differential analysis
that cross-validates multiple independent implementations of
the same protocol can reveal inconsistent constraints [56, 77].
However, it requires multiple independent protocol implemen-
tations, which may be difficult to obtain in practice, and, like
other code-based techniques, must be reengineered for differ-
ent programming languages, incurring substantial practical
challenges and human effort.

To mitigate the adverse effects of buggy implementa-
tions, a second line of work incorporates modern large lan-
guage models (LLMs) to directly analyze official RFC docu-
ments, which, despite being written in natural language, con-
stitute the authoritative reference for protocol implementa-
tions [19, 52, 63, 78]. These approaches either solely depend
on the RFC documents or combine RFC analysis with the
aforementioned code-based analysis. We observe that while
such techniques are generally effective at inferring syntactic
structure (e.g., identifying packet fields), they remain inade-
quate at capturing semantic constraints among fields due to
LLM hallucinations (Note: While strict hallucinations refer
to fabrications, for brevity, we use “hallucination” to refer to
all possible mistakes made by LLMs, such as omitting critical
information). For instance, ParCleanse achieves nearly 100%
precision and recall in inferring syntax but fails to infer any
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cross-field constraints for many protocols [78]. This limitation
substantially reduces the effectiveness of downstream secu-
rity analyses and may permit deeply hidden vulnerabilities to
propagate into deployed products.

Our Approach. This paper presents a novel LLM-driven ap-
proach, SPAR, that automatically generates format specifica-
tions that are precise in both syntax and semantics from RFC
documents alone. Our key insight is twofold. First, LLMs
have demonstrated strong capabilities across a wide range of
tasks, including specification inference [31, 36, 48, 79] and
code generation [16, 38, 42, 62]. Second, as evidenced by
our experiments, it is unlikely that two distinct LLM-driven
tasks will independently produce the same hallucinated errors
(Note: we do not assume one of them must yield a correct
result, but argue that hallucinations often occur when LLM
lacks sufficient or reliable input information, making it more
likely to produce diverse errors across different tasks even
with the same inputs). Consequently, adversarial interactions
between these tasks can gradually improve their results and,
eventually, mitigate hallucination errors.

Specifically, SPAR feeds RFC documents into an LLM and
guides the LLM to produce both a format specification and a
reference packet parser. These two artifacts then iteratively
refine each other to reduce hallucinations: the inferred for-
mat specification enables the generation of diverse network
packets for parser testing, while runtime checks in the parser
expose inconsistencies and errors in the specification. This ad-
versarial refinement process continues until reaching a fixed
point, where the format specification and the reference parser
are mutually consistent and compatible. At this stage, we con-
sider the resulting specification to be of high quality, as no
further refinement is possible.

During the adversarial interactions, we design three opti-
mizations: (1) path-cover-guided packet generation, which
synthesizes a minimal set of packets tailored to traverse a
specific set of path segments within a graph structure such
as the control-flow graph, (2) linear-negation-guided packet
generation, which generates negative packets by negating a
single of many constraints that a packet should satisfy, re-
ducing exponential constraint combinations to linear, and (3)
slicing-guided RFC documents identification, which utilizes
program slicing to find relevant RFC sections such that we
can supply minimal yet sufficient RFC sections to the LLM.
The first two enable us to generate a linear (rather than expo-
nential) number of network packets, thereby improving the
efficiency of both packet generation and LLM interactions.
The third further reduces LLM hallucinations by identifying
the necessary and sufficient RFC sections to refine the in-
ferred formats or parsers. In short, our approach offers the
following advantages, compared to the state of the art:

• SPAR decouples the format inference procedure from
protocol implementations, thereby avoiding the risk of
inheriting errors from buggy implementations.

Packet p ∈ Struct Type

Struct Type StructType := { field+ }
Field field ::= Type field_identifier︸ ︷︷ ︸

Syntactic Structure

{ f(field_identifier+) }︸ ︷︷ ︸
Semantic Dependencies

;

Type Type ::= PrimitiveType | ArrayType | CaseType | StructType

Type ::= | ParametricType

Primitive Type PrimitiveType ::= Uint8 | Uint16 | Uint32 | Uint64 | · · ·

Array Type ArrayType ::= Type[const] | Type[h(field_identifier+)]

Case Type CaseType ::= switch(field_identifier) {(case const: Type)+}
Parametric Type ParametricType ::= type_identifier(field_identifier)

Type Def TypeDef ::= typedef Type type_identifier

Identifier field_identifier, type_identifier ∈ String

Constant const ∈ Uint64

Function f ∈ Predicate,h ∈ ArithmeticFunction

Figure 1: The format specification of a protocol packet

• SPAR relies solely on the RFC documents and, unlike
code analysis, does not require reimplementation for pro-
tocols implemented in different programming languages.

• SPAR leverages adversarial refinement to produce for-
mat specifications that are precise in both syntax and
semantics, substantially enhancing security analyses.

Contributions. We make the following contributions:

• We introduce adversarial LLM interactions, a framework
that reduces LLM hallucinations by enabling mutual
refinement between complementary LLM-based tasks.

• We instantiate this framework to generate protocol for-
mat specifications that are precise in both syntax and
semantics, along with a reference parser.

• We implement our approach as a tool, namely SPAR,
and generate precise format specifications for eight net-
work protocols. Experimental results demonstrate that
the specifications we generate achieve close-to-100%
precision and recall, significantly outperforming the state
of the art. Furthermore, we apply these specifications
to protocol fuzzing, uncovering 24 zero-day vulnerabili-
ties in existing protocol implementations, some of which
have remained latent for up to 9 years. SPAR has been
made publicly available [71].

Organization. The remainder of this paper is organized as
follows. §2 provides background knowledge of protocol for-
mat and motivates our approach. §3 shows the basic workflow
of our approach and discusses the technical challenges. §4
details our approach, and §5 discusses the evaluation results.
§6 discusses the limitation and future directions of this work,
§7 surveys related work, and §8 concludes this paper.
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+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    Type = 8 |    Length |       AE |    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     Plen |    Omitted |            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             |            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Type Set to 8 to indicate an Update TLV.

Length The length of the body in octets.

AE The encoding of the Prefix field.

Plen The length in bits of the advertised prefix.
If AE is 3, the Omitted field MUST be 0. 

Omitted The number of octets that have been omitted at the
beginning of the advertised prefix.

Figure 2: A section from RFC 8966.

2 Background and Motivation

This section first defines the format specification of network
packets (§2.1) and then presents a real-world protocol bug to
illustrate the limitation of existing methods (§2.2).

2.1 Protocol Format Specification
Network communication relies on protocols to govern the
data, known as packets, exchanged over networks. The format
specification defines the syntactical structure of a network
packet and the semantic dependencies among packet fields.
Conventionally, such specifications are written in natural lan-
guage, as in RFC documents. While RFCs provide human-
readable context for developers, they often lack mathematical
rigor, leading to potential ambiguities in edge cases. To ensure
zero-error implementation and many automated security tasks,
we often have to translate RFCs’ textual descriptions into a
“formal” format specification in a domain-specific language,
such as the 3D language [50] defined in Figure 1.

In particular, a network packet p is a structure composed
of distinct units known as the fields. Each field is defined by
a triple, including the field type, the field identifier (or name),
and the constraint a field should satisfy. The constraint speci-
fies the semantic dependencies among fields as a predicate (a
function returning a Boolean value) over one or more fields.
The type of a field could be a primitive type, an array type, a
case type, a structure type, or a parametric type. A primitive
type UintN means an N-bit unsigned integer. A case type re-
turns a specific type depending on the value of a particular
field. A parametric type takes a field as a parameter, meaning
that the type’s layout relies on the parameter.

2.2 Motivating Example
Figure 2 presents a segment from RFC 8966 [9], the official
specification for BABEL, a routing protocol. This segment

struct {
UINT8 Type { Type == 8 }
UINT8 Length;
UINT8 AE { AE >= 0 && AE <= 3 };

UINT8 Plen { Plen <= 248 };
UINT8 Omitted { 

(AE == 3 && Omitted == 0) ||
(AE != 3 && Omitted <= ((Plen + 7) / 8)) 

};

UINT8[(Plen+7)/8-Omitted] Prefix;
};

Figure 3: A rigorous formal format specification.

void parse_packet(char *packet) {
int type = packet[0];
......
if (type == MESSAGE_UPDATE /*8*/) {

......

+ // Check the semantic dependency: AE == 3 && Omitted == 0
+ if (packet[2] == 3 && packet[5] != 0) {
+ debugf("Received IPv6 update with non-zero Omitted.");
+ goto fail;
+ }

......

1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.

Figure 4: A buggy implementation of BABEL from the FR-
Routing Protocol Suite and our fix in green.

defines both the syntax and semantics of BABEL’s “Update”
packet. Specifically, the syntax part specifies that a packet
consists of a list of fields, including 8-bit fields such as Type,
Length, and AE (Address Encoding), as well as 16-bit fields
such as Interval and Seqno, among many others. The se-
mantic part specifies the constraints these fields must satisfy.
For instance, the value of Type must be 8 for an “Update”
packet, and if AE equals 3, Omitted must be zero.

Although it is easy for humans to read, reliance on natural
language often introduces ambiguity and implicit context. For
instance: (1) the valid value range of AE and Plen is omitted
in this segment but refers to earlier text; and (2) a dependency
between AE and Omitted, highlighted in red, is not specified
in the description of the two fields, but in that of Plen. In
contrast, Figure 3 illustrates the formal format written in the
language defined before. In the formal specification, the inter-
dependencies among fields are formally specified as logical
formulas, such as AE= 3 && Omitted= 0.

The example above shows how a precise format speci-
fication can make hidden constraints explicit. Real imple-
mentations, however, do not always honor such constraints.
Figure 4 shows a buggy implementation of BABEL from FR-
Routing [10], a popular open source routing protocol suite for
Linux and Unix platforms. The buggy implementation misses
the check for the inter-dependency between AE and Omitted,
i.e., AE = 3 && Omitted = 0, which are added in lines 7-11
by our fix. Because BABEL uses these two fields, together
with the Prefix field, to compute valid network addresses,
this check is critical for routing networks that rely on BA-
BEL to construct correct routing tables. Omitting this check
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Figure 5: The workflow of SPAR.

can result in incorrect address computation, causing routers
to forward packets along suboptimal or congested paths and
even enabling traffic-based denial-of-service attacks to critical
network services.

Detecting such bugs is difficult using traditional static
analysis [54, 60] or fuzzing [20, 74], as they do not involve
memory corruption and rarely manifest apparent runtime
symptoms such as crashes. Consequently, many existing ap-
proaches first try to establish a format specification and then
validate it against the implementation. In this context, a for-
mat specification, especially one that accurately captures field
interdependencies, is essential for identifying such bugs. How-
ever, as discussed in §1, prior work remains inadequate at
producing format specifications with high-quality semantic
dependencies, such as the one between AE and Omitted in
the motivating example.

3 SPAR in a Nutshell

As shown in Figure 5, starting from (1) an initial format spec-
ification and an initial parser generated from RFC documents
by LLM, we alternately (2) refine the parser using the format
specification as an oracle and (3) refine the format specifi-
cation using the parser as an oracle. Before diving into the
details, let us recall two key insights that make this adversarial
workflow effective:

• Insight 1. LLMs have demonstrated strong capabili-
ties across many tasks, including specification inference,
e.g., [31,36,48,79] and code generation, e.g., [38,42,62];

• Insight 2. It is unlikely that two distinct LLM tasks in-
dependently produce identical hallucinated errors, since
hallucinations typically arise from ambiguous or under-
specified inputs.

The first insight enables us to generate a relatively high-
quality initial format specification and parser; the second
substantially mitigates hallucinations, allowing us to produce
format specifications with precise semantic constraints on
packet fields, where the state of the art falls short.
Step 1: Initializing the Format Specification and Parser.
Our approach starts with an initial format specification and
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4.2 Packet 
Format

4.6 Details of 
Specific TLVs

4.6.1 Pad1

4.3 TLV 
Format

4.6.9 Update

…… ……

STRUCT {
UINT8 Type;
UINT8 Length;
UINT8[Length] Value;

}

STRUCT {
SWITCH(Type) {

CASE ...
CASE 8: STRUCT {

...
}

}   

RFC
Section 
Tree

Initial 
Format Spec

Merge into

(a)
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Format

4.6.9 
Update

void parse(char *pkt) {
char type = pkt[0];
char length = pkt[1];
if (...type...) fail();
if (...length...) fail();
parse_value(pkt);

}

void parse_value(char *pkt) {
char type = pkt[0];
switch(type) {
case ...; case 8...;

}} Initial 
Parser

Merge into

RFC
Section 
Tree

(b)

Figure 6: Step 1: Building the initial (a) format and (b) parser.

a parser generated independently by LLM-based interpreta-
tion of RFC documents. Basically, it follows the previous
work [78] to leverage a divide-and-conquer strategy that (1)
divides an RFC document into multiple small sections, (2)
interprets each small section to build part of the format speci-
fication and part of the parser, and (3) eventually merges these
small parts into a complete format and parser. The divide-and-
conquer strategy allows the LLM to focus on relevant RFC
sections and avoid attentional distraction, thereby reducing
hallucinations and producing the initial format and parser.

For example, Figure 6 shows a brief workflow that lever-
ages LLM to generate the initial format specification from
RFC 8966, the BABEL RFC. First, the RFC is organized as a
tree, with each node corresponding to a section in the table of
contents. For example, the tree nodes correspond to the RFC
sections 4, 4.2, 4.3, 4.6, 4.6.1, and 4.6.9, respectively. More
RFC sections are omitted to keep the figure clear. Second, the
LLM interprets each section into a sub-format and adjusts the
hierarchy among these sub-formats based on its understand-
ing of the RFC. For example, in Figure 6, the tree node for
RFC section 4.6 becomes the child of the tree node for 4.3,
and 4.3 becomes the child of 4.2. Third, the sub-formats are
merged in bottom-up order, as per the tree, to form a complete
format. The procedure of generating an initial parser follows
a similar workflow.

While this step initiates our approach, we do not regard it as
our key contribution, as it builds on existing work [78]. Thus,
we will not detail it in the next section due to the space limit.
Notably, the initial format can miss the semantic constraint
between AE and Omitted, i.e., AE= 3 && Omitted= 0, which
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struct {

AE { 0≤AE≤3 };

Omitted {};
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……2…

AE

……2… ……4…
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parse(char *pkt) {
......
int AE = pkt[2];
......
if (AE < 0)

......
goto fail;

pass

✘pass

Figure 7: Step 2: Refining parser using format as the oracle.

……2…
struct {

AE { 0≤AE≤3 };

Omitted {};

} Format Spec

0…3…

AE   Omitted

……2… 1…3…

positive

negative

parse(char *pkt) {
......
Omitted = pkt[5];
......
if (AE=3 && Omitted≠0)

......
goto fail;

Figure 8: Step 3: Refining format using parser as the oracle.

will be added back via the adversarial LLM interactions in
Steps 2 and 3, as the parser contains this constraint.

Steps 2 & 3: Adversarial Refinement between Format &
Parser. The adversarial refinement comprises two directions:
one refines the parser according to the format specification,
and the other refines the format based on the parser. Figure 7
shows how we refine the parser using the format specification
as the oracle. Specifically, we extract packet constraints from
the format and use the Z3 constraint solver [14] to gener-
ate positive and negative packets: positive packets satisfy all
specified constraints, while negative packets violate at least
one constraint. These packets are used to test the parser. If
the parser accepts (rejects) a negative (positive) packet, we
identify the relevant code fragments and corresponding RFC
sections and provide them to the LLM. LLM is expected
to recheck whether the parser contains errors and refine the
parser as needed.

In the opposite direction, as illustrated in Figure 8, we
refine the format specification using the parser as an ora-
cle. Generating packets from a parser is more challenging
than generating them from a format specification because the
parser’s code structure is more complex. We apply hybrid
fuzzing [59, 73, 75], which combines gray-box fuzzing with
symbolic execution, to generate packets that the parser accepts
or rejects. If an accepted (rejected) packet violates (satisfies)
the format specification, we identify the relevant specification
fragments and corresponding RFC sections and provide them
to the LLM. LLM is expected to recheck whether the format
specification is incorrect and, if necessary, refine it.

For the motivating example, as illustrated in Figure 8,
the hybrid fuzzer generates a negative packet (where AE =
3 && Omitted = 1) rejected by the parser. Checking the re-
jected packet against the format specification, we find that it
unexpectedly satisfies all constraints in the format specifica-
tion, indicating that the format specification does not consider
it invalid and thus misses constraints. Consequently, the fields

AE and Omitted are identified in the format specification,
which, together with the relevant RFC sections, are sent to
LLM for refinement. As a result, we get the correct format
specification after the LLM-based refinement.

During the LLM-based refinement, we need to address
two challenges to improve our approach’s performance: one
related to efficiency and the other to LLM hallucinations.

(1) Challenge 1: Exponential Number of Packets. Generat-
ing positive and negative packets is central to our approach,
but the number of possible packets grows exponentially with
the number of constraints in a format specification. For exam-
ple, for a packet format with n fields, each with m possible
types or constraints, enumerating all possible combinations
of the fields yields mn packets. Enumerating all such packets
is computationally infeasible. Thus, we propose a practical
solution based on path cover and linear negation that enables
efficient yet effective packet generation.

(2) Challenge 2: Attentional Distraction. When prompt-
ing an LLM to refine a format specification or parser, our
goal is to modify only the components suspected to be faulty.
Accordingly, the LLM input should include all and only the
relevant fragments of the corresponding RFC sections. Pro-
viding either an incomplete or the entire RFC would dilute
the LLM’s focus, increase the risk of hallucinations, and po-
tentially introduce unintended changes to correct components
of the format specification or parser. In the following section,
we present a practical solution that maps RFC sections to
format and parser elements and leverages program slicing to
precisely isolate the portions requiring refinement.

Step 4: Uncovering the Bug in Motivating Example. As
discussed above, the adversarial refinement lets us generate a
format specification that includes a correct constraint between
the two fields: AE = 3 && Omitted = 0. With this correct
format specification, we have chances to uncover the bug
in Figure 4 via fuzzing. Specifically, similar to Step 2, we
generate both positive and negative packets to fuzz the buggy
BABEL implementation. For example, a negative packet that
violates the semantic constraint is nonetheless accepted by
the buggy implementation (since it does not have any check
on this constraint), thereby exposing the bug in Figure 4.

4 Approach in Detail

Our key contribution lies in the adversarial LLM interactions,
which iteratively refine the format specification and the parser
using the counterpart as the oracle. This process continues
until a fixed point is reached, at which the format specification
and the reference parser are mutually consistent. At this stage,
we consider the resulting specification to be of high quality, as
no further refinement is possible. As shown in Figures 7 and
8, no matter in which direction, the procedure consists of two
basic components, one for generating positive and negative



packets (§4.1) and the other for LLM-based refinement with
the RFC documents (§4.2).

4.1 Packet Generation
In adversarial LLM interactions, we respectively use the for-
mat and the parser as oracles to generate positive and negative
protocol packets. We discuss the basic steps (§4.1.1 & §4.1.2)
and their optimizations (§4.1.3 & §4.1.4) below.

4.1.1 Generating Packets as per the Format

To ease the discussion of the packet generation algorithm
and the follow-up optimizations, we first transform a format
specification (defined by the language in Figure 1) into a
graph structure, referred to as the packet format graph (PFG).

Definition 1 (Packet Format Graph (PFG)). A packet format
graph G = (V,E) is a directed acyclic graph, where:

• Each vertex v ∈V denotes a packet field, which is a triple
(τ,ω,φ) consisting of (1) the field type τ, (2) the field
identifier (or name) ω, and (3) the field constraint φ;

• Each edge (v1,v2) ∈ E ⊆V ×V represents the sequential
order of fields in a packet.

As the 2nd line in Figure 1, a format specification can be
regarded as an unconstrained and anonymous struct type, i.e.,
(τ ∈ StructType,_, true). Thus, we can use PFG(τ,ω,φ) to
denote the PFG of both a field and the whole specification.
Specifically, we use G1 ▷◁ G2 to mean connecting each exit
vertex of G1 to each entry vertex of G2, where an entry vertex
is a vertex without incoming edges, and an exit vertex does
not have any outgoing edges. Meanwhile, we use G1⊎G2 to
mean a simple union of two graphs. As such, the following
inductive rules define how we recursively build a PFG:

1. PFG(τ,ω,φ) := a vertex containing (τ,ω,φ)
xxxxx where τ ∈ PrimitiveType∧φ is an atomic constraint

2. PFG(τ,ω,φ1∨φ2) := PFG(τ,ω,φ1)⊎PFG(τ,ω,φ2)

3. PFG(τ,ω,φ1∧φ2) := PFG(τ,ω,φ1) ▷◁ PFG(τ,ω,φ2)

4. PFG(τ,ω,φ) = PFG(τ0,ω::ω0,φ∧φ0) ▷◁ PFG(τ1,ω::ω1,φ1)
xxxxxxxxxxxx ▷◁ . . . , where StructType τ := (τi,ωi,φi)

n
i=0

5. PFG(τ,ω,φ) = PFG(τ′,ω::0,φ) ▷◁ PFG(τ′,ω::1, true) ▷◁ . . .
xxxxxxxxxxxxxxxxxx where ArrayType τ := τ′[const]

6. PFG(τ,ω,φ) =
⊎

i PFG(τi,ω::i,φ∧ϖ = ci),
xxxxxxxxxwhere CaseType τ := switch(ϖ){case c1 : τ1; . . .}

The first is the base rule: if a field is of a primitive type
and an atomic constraint (which does not contain any connec-
tives ∧ or ∨), we create a single vertex containing the field
information. The second and third rules create a union and
a connection of two PFGs for the disjunctive and conjunc-
tive constraints, respectively. The fourth and fifth rules state
that for a field of a struct or array type, we create a PFG for

STRUCT {
UINT8 Magic { Magic == 42 };
UINT8  Type { Type ≥ 0 && Type ≤ 10};
UINT8 Length { Length >= 5 };
SWITCH (Type) {

CASE 0: STRUCT { UINT8 X; ... };
CASE 1: STRUCT { UINT8 Y; ... };
...

} Val;
UINT8 Tail;

}

UINT8, Magic, 
Magic=42

UINT8, Type, Type≥0

UINT8, Type, Type≤10

UINT8, Length, 
Length≥5

UINT8, Val::0, 
Type=0

UINT8, Val::1, 
Type=1 ...

UINT8, Tail, true

... ... ...

Figure 9: From format specification into PFG.

each element and connect these PFGs in order. In the two
rules, the constraint φ for the whole struct or array type is
retained in the first sub-PFG. Other sub-PFGs have only their
own constraints for the field they represent. We consider only
constant-length array types here; variable-length array types
are discussed later. Finally, the sixth rule deals with the case
type: a field can have different types; for each type, we cre-
ate a PFG and union them. The constraint of each sub-PFG
contains the constraints for each case, i.e., ϖ = ci. We omit
the rule for parametric types because we can always elimi-
nate them by inlining. In the final graph, each path specifies a
possible layout of an actual packet.

Example 1. Figure 9 shows the process of transforming a
simple format specification to an equivalent PFG. The format
specification comprises four fields, each in a different color,
corresponding to the four sub-PFGs. As per Rule (4), the sub-
PFGs are connected sequentially. Particularly, the Type field
is constrained by a conjunctive constraint, thus having two
vertices in the same path according to Rule (3): one vertex
for the constraint Type ≥ 0 and the other for the constraint
Type≤ 10. The Val field is of a case type, thus corresponding
to a few parallel sub-PFGs as per Rule (6), each with a case-
constraint, e.g., Type= 0 and Type= 1. □

SPAR then enumerates all PFG paths, each representing a
possible layout of an actual network packet. During the path
traversal, SPAR collects the constraint φi from each vertex
and computes their conjunction φ =∧iφi. To generate positive
packets, SPAR directly applies the constraint φ to an SMT
solver, e.g., Z3 [14], which will generate valid values for each
field. To generate negative packets, SPAR negates some φi
and then sends the constraints to the SMT solver.

Example 2. Consider the PFG in Figure 9. The left-most
path of the PFG denotes a packet satisfying the constraint
Magic= 42∧Type≥ 0∧Type≤ 10∧Length≥ 5∧Type=
0 where each field is an 8-bit unsigned integer. Sending the



whole constraint to the SMT solver yields a positive packet
where, for example, Magic= 42,Length= 5,Type= 0.

To generate a negative packet, we negate a constraint, e.g.,
the constraint for the Magic field: Magic ̸= 42∧Type≥ 0∧
Type ≤ 10∧ Length ≥ 5∧ Type = 0. In result, a negative
packet, whose Magic field may be 43, will be generated. □

Variable-Length Array Type. The previous discussion (e.g.,
Rule (5) for building PFG) does not consider variable-length
array types and assumes array lengths are constant. Nonethe-
less, this issue can often be addressed by a simple extension of
the algorithm discussed above, because the length, although
not constant, can often be precomputed based on constraints
collected from preceding vertices. Since protocol formats
are typically designed to be parser-friendly for efficiency, the
length can usually be determined from the values of preceding
vertices.

Example 3. Figure 3 shows the format specification of
the BABEL protocol, which includes a variable-length field,
namely UINT8[(Plen+7)/8-Omitted] Prefix. The length
of this field is constrained by the values of Plen and Omitted.
When generating packets by traversing a PFG path, we in-
voke an SMT solver over the accumulated constraints upon
reaching this field to compute possible values of Plen and
Omitted. As a result, we can compute a possible constant
length c = (Plen+7)/8-Omitted. We then unfold the array
c times, treating it as a constant-length array, as specified in
Rule (5). □

4.1.2 Generating Packets as per the Parser

Parser-based packet generation is similar to format-based
generation discussed above, but differs in that the underly-
ing structure is the parser’s control-flow graph rather than a
PFG. This shift introduces additional challenges, as the parser
code may contain complex constructs such as pointers, loops,
and global variables. To generate packets corresponding to
different paths in the control-flow graph, a traditional solu-
tion is symbolic execution [8, 28]. To improve scalability,
we exploit the fact that, unlike declarative format specifi-
cations, parsers are executable. We therefore adopt hybrid
fuzzing [25, 59, 73, 75], which combines symbolic execution
with fuzzing, to systematically explore feasible parser paths
and generate packets for each path. Under this approach, pos-
itive packets are those accepted by the parser, while negative
packets are rejected during parsing.

4.1.3 Optimization I: Positive Packets via Path Cover

As discussed above, we traverse the paths in a packet format
graph (PFG, when using the format specification as the oracle)
or a control flow graph (CFG, when using the parser as the
oracle) to collect constraints and generate positive packets. It
is well known that the number of paths in a directed graph
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v8
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(a)                                                                    (b)

Figure 10: (a) A path cover example. (b) Extending a path
segment in the path cover to a full path.

is often exponential, known as the path-explosion problem,
which causes significant performance issues:

• The enumeration of an exponential number of paths is
computationally prohibitive;

• Our evaluation shows that even when a graph contains
only a few thousand paths, the performance overhead is
prohibitive due to repeated LLM interactions. As illus-
trated in Figures 7 and 8, each packet generated from a
path may expose an inconsistency between the format
specification and the parser, which must be resolved us-
ing an LLM. Consequently, thousands of paths can result
in thousands of LLM invocations, leading to substantial
latency and making the process impractical, often requir-
ing many hours to complete.

To mitigate path explosion, SPAR adopts a path-cover strat-
egy that ensures every vertex in the PFG or CFG is covered by
at least one positive packet, thereby reducing the exponential
complexity to linear. In graph theory, given a directed graph
G = (V,E), a path cover is a set of vertex-disjoint paths such
that every vertex v ∈V belongs to at least one path.

Example 4. Figure 10(a) shows a graph with a path cover.
The path cover contains three path segments: (v0,v1,v5),
(v7,v2,v6), and (v3,v4,v8), covering all vertices. 2

To improve efficiency, it is desirable to generate a mini-
mum path cover, as this minimizes the number of packets that
need to be generated and exercised. However, computing a
minimum path cover is NP-hard for general directed graphs
and not linear even for directed acyclic graphs. Thus, it is
often not practical to find the exact minimum path cover. In-
stead, we adopt a greedy algorithm that runs in linear time
with respect to the graph size and reduces the exponential
number of paths to a linear one. The linear, greedy algorithm,
shown in Algorithm 1, works as follows to approximate a
minimum path cover by iteratively building long paths:

• Initialize (lines 2-3): Set all vertices in the graph as
“uncovered” and initialize an empty path-cover set.



Algorithm 1: Approximate the minimum path cover.
1 procedure find_path_cover(G = (V,E))
2 Uncovered←V ;
3 PathCover← /0;
4 while Uncovered ̸= /0 do
5 v← Uncovered.Pop();
6 π← v; /* a path with a single vertex */
7 while v has uncovered neighbors do
8 v← a neighbor of v with fewest uncovered neighbors;
9 π← π◦ v; /* append v to the path π */

10 PathCover← PathCover∪{π};
11 Uncovered← Uncovered\{vertices in π};
12 return PathCover;

• Select Seed (lines 5-6): Pick an uncovered vertex v as
the starting point of a new path.

• Extend Greedily (lines 8-9): From the current vertex,
move to an adjacent uncovered neighbor. To maximize
the path length, a common heuristic is to choose the
neighbor having the fewest uncovered neighbors. Choos-
ing the neighbor with the fewest uncovered neighbors
(the neighbor with the minimum remaining degree) is a
heuristic designed to preserve the graph’s future connec-
tivity and avoid “stranding” vertices.

• Terminate Path (line 7): Stop when the current vertex
has no uncovered neighbors.

• Repeat (lines 4, 11): Mark vertices in the path as “cov-
ered”; repeat previous steps until all vertices are covered.

As shown in the preceding example, a path segment in a
path cover may not include all fields (i.e., not from an en-
try vertex to an exit vertex). Thus, each path segment must
be extended to a complete path, after which constraints are
collected from the full path for packet generation.

Example 5. Assume the graph in Figure 10 is a PFG. A
path segment in the path cover does not include all vertices
and therefore lacks constraints for certain fields. As shown
in Figure 10(b), to generate a positive packet, we extend
each path segment, e.g., (v0,v1,v5), into a complete path, e.g.,
(v0,v1,v5,v6,v8), enabling packet generation based on the
constraints along the complete path. 2

4.1.4 Optimization II: Negative Packets via Linear Negat.

Recall that we collect constraints from either a PFG path
(when using the format specification as the oracle) or a CFG
path (when using the parser as the oracle) to generate packets.
Given a positive packet p0 that satisfies the collected con-
straints φ1∧φ2∧ ·· · ∧φn (where each φi corresponds to the
constraint of the i-th field in order), we can generate negative
packets by negating one or multiple sub-constraints φi, lead-
ing to a total of 2n possible negative packets. Apparently, this
is not computationally feasible in practice.

To reduce the computational overhead, we ensure that the
constraint of each field is negated only once, yielding n nega-
tive packets p1, p2, . . . , pn with respect to (1) ¬φ1∧φ2∧·· ·∧
φn, (2) φ1 ∧¬φ2 ∧ ·· · ∧ φn, . . . , and (n) φ1 ∧ φ2 ∧ ·· · ∧ ¬φn.
This linear negation ensures that each field is validated by
both a positive and a negative packet, and the packet pi is
intentionally designed to check the constraint of the i-th field.

While this optimization applies to both Steps 2 & 3 (see
Figures 7 & 8), in Step 2, we should test the parser using the
packets in a sequential order from p0 to pn. Consider the fol-
lowing scenario to illustrate the insight. If the parser has not
first been exercised with packets p0 and p1, the parser gener-
ated from LLM may not be correct with respect to φ1. In other
words, the parser may encode a wrong constraint for the first
field, rejecting p0 or accepting p1. Consequently, when testing
a later negative packet such as pn>1, the parser may reject the
packet due to φ1 instead of the intended violated constraint
¬φn (note that parsers typically validate field constraints in a
fixed sequential order). This undermines the purpose of pn,
which is meant to specifically check the parser’s handling of
the n-th field constraint φn.

4.2 LLM-Based Refinement
Recall the workflow in Figures 7 and 8. After generating
positive and negative packets, we detect inconsistencies be-
tween the format and the parser. The inconsistent components,
either a code snippet in the parser or a fragment of the for-
mat, are then provided to the LLM along with the “relevant
RFC sections”. LLM is expected to recheck the inconsistent
components and refine them if necessary.

It is challenging to define what constitutes the “relevant
RFC sections.” The previous work [78] leverages the divide-
and-conquer strategy of format/parser generation shown in
Figure 6, which enables a precise tracing of parser code snip-
pets or specification fragments back to their corresponding
RFC sections. Consequently, once a mismatch is identified,
we only need to provide the relevant RFC sections to the
LLM, rather than the entire RFC document. For instance, in
Figure 6, if we identify that the constraint for the Length field
may be incorrect, we can easily trace it back to RFC section
4.3, since the code snippets and format fragments are gener-
ated based on that RFC section. To ease the explanation, we
define a mapping M that maps a field f to the RFC sections
from which it is generated, denoted M ( f ).

However, as shown in the example below, defining the
“relevant RFC sections” solely as M ( f ) is often insufficient,
as RFC sections frequently cross-reference one another for
clarification. This interdependence makes it challenging to
identify a minimal set of RFC sections that is both sufficient
and necessary for LLM-based refinement, a challenge our
optimization aims to address.

Example 6. Figure 11 illustrates the motivation for this opti-
mization. Part (a) shows the initial format specification, which



typedef struct {
UINT8 Type   { Type == 5   };
UINT8 Length { Length >= 6 };
UINT8 AE { AE >= 0 && AE <= 3 &&

( (AE == 1 && Length >= 10) 
|| (AE == 3 && Length >= 22) ) };

UINT8 Reserved { Reserved == 0 };
UINT16 Rxcost;
UINT16 Interval {Interval != 0};
AddressEncoding(AE) Address;
...

} IHU;

typedef switch (AE) {
case 1: UINT32 IPv4Addr;
case 2: UINT8[16] IPv6Addr;
...

} AddressEncoding;

4.6.6.  IHU

0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    Type = 5   |    Length     |       AE      |    Reserved   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            Rxcost |          Interval             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       Address...
+-+-+-+-+-+-+-+-+-+-+-+-

...

Length    The length of the body in octets, exclusive of the Type and
Length fields.

AE        The encoding of the Address field.  This should be 1 
or 3 in most cases.  ...

4.1.4. Address

...

Address encodings (AEs):

AE 0: Wildcard address. The value is 0 octets long.

AE 1: IPv4 address. Compression is allowed. 4 octets or less.

AE 2: IPv6 address. Compression is allowed. 16 octets or less.

AE 3: Link-local IPv6 address. Compression is not allowed. 
The value is 8 octets long, a prefix of fe80::/64 is
implied.

The address family associated with an address encoding is either 
IPv4 or IPv6: it is undefined for AE 0, IPv4 for AE 1, and 
IPv6 for AEs 2 and 3.(a) (b) (c) 

miss the cases of AE = 0 or 2

miss the cases of AE = 0 or 2

Figure 11: Motivation of Optimization III. (a) A specification where the constraint of the field AE is not correct due to the
omission of two cases, AE = 0 and AE = 2. (b) RFC section 4.6.6, which derives the struct type, IHU. (c) RFC section 4.1.4,
which derives the parametric case type, AddressEncoding.

consists of two components. The first is a struct type, IHU,
generated by the LLM from the RFC section 4.6.6 in (b). The
second is a parametric case type, AddressEncoding, gener-
ated by the LLM from the RFC section 4.1.4 in (c). The struct
type IHU contains several fields that define the format. Its
final field, Address, is a case type whose structure depends
on the value of AE (short for Address Encoding). As a result,
the overall length of an IHU packet also depends on AE.

Since the RFC section 4.6.6 discusses only the cases where
AE = 1 or 3 (highlighted in red), the initial format specification
generated from this RFC section does not produce a correct
constraint for the AE field. As shown in the figure, it captures
the interdependencies between AE and Length for AE = 1 and
AE = 3, but misses the cases where AE = 0 or AE = 2.

Suppose we identify this flaw during adversarial interac-
tions with the LLM. A common approach is to find M (AE),
i.e., the RFC section 4.6.6, and resubmit this RFC section to
the LLM, expecting it to correct the flaw. However, the RFC
section 4.6.6 does not provide sufficient information about
AE — which is defined in a different section (the RFC section
4.1.4) — and thus cannot resolve the issue. 2

4.2.1 Optimization III: Relevant RFC Sections

This optimization is conceptually related to program slicing,
which was originally proposed to identify program statements
that a given statement depends on or that may be affected by
it [67]. In our setting, given a field f , slicing enables us to
track data dependency and identify all related packet fields
(e.g., { f1, f2, . . .}), (1) on which f depends or (2) that f may
influence. Consequently, we can collect all necessary and
relevant RFC sections as M ( f )∪

⋃
i M ( fi). In the following,

we present a concrete example.

Example 7. Consider the last example again: it misses
the RFC section 4.1.4 during LLM-based refinement. Our
optimization tracks data dependencies involving the AE
field and identifies that the field, Address, whose type is
AddressEncoding(AE), depends on AE. Thus, we will take

Table 1: Ground Truth of Eight Protocols (RFC Pages, Field,
# 1-Constraint, and # n-Constraint Count) .

Protocol # Pages # Fields # 1-Constraints # n-Constraints

BFD 49 49 15 2
IGMPv3 53 24 6 2
BGPv4 104 77 16 17
BABEL 54 112 40 14
HTTP2 96 111 11 8
DNS 55 88 8 8
NTP 110 56 2 32
SCTP 152 148 42 16

into consideration the RFC section that defines the type
AddressEncoding. Since AddressEncoding is generated
from the RFC section 4.1.4, we incorporate this RFC sec-
tion during LLM-based refinement. Since the RFC section
4.1.4 defines the relationship between AE and the length of
Address, we can successfully recover the relationship be-
tween AE and Length and include the previously missing
cases where AE = 0 or 2 into the field AE’s constraint. 2

While the procedure above uses Step 3 (refining the format
specification via the parser) as an example, it is applicable
to Step 2 (refining the parser based on the format specifica-
tion). This is because both Step 2 and Step 3 seek mismatches
between the format specification and the parser; once a mis-
match is found, we can follow the same process as in the
example above to identify the relevant RFC sections. The
difference between Step 2 and Step 3 is that, in Step 2, we
ask the LLM to refine the code snippet in the parser, whereas
in Step 3, as in the example above, we ask the LLM to refine
a fragment of the format specification.

5 Evaluation

We implement SPAR on top of AutoGen [49], an agentic
programming framework for LLM interactions, and the Z3
SMT solver [14] for automated network packet generation



Table 2: Precision (%) and Recall (%) of Format Specifications Generated by SPAR, ParCleanse, and ChatAFL across Eight
Protocols on Field Type, Field Name, 1-Constraint, and n-Constraint.

Protocol
Field Type Field Name 1-Constraints n-Constraints

SPAR ParCleanse ChatAFL SPAR ParCleanse ChatAFL SPAR ParCleanse ChatAFL SPAR ParCleanse ChatAFL

BFD 100/100 100/100 100/39 100/100 100/100 100/39 100/100 93/93 100/20 100/100 -/0 -/0
IGMPv3 100/100 54/54 100/50 100/100 96/96 100/50 100/100 100/67 67/67 100/100 -/0 -/0
BGPv4 100/100 96/100 100/35 100/100 96/100 100/35 100/100 93/87 80/31 100/100 100/41 -/0
BABEL 100/100 100/91 85/25 100/100 100/91 85/25 100/100 100/85 81/32 100/100 100/64 -/0
HTTP2 97/97 96/96 100/14 100/100 96/96 100/14 100/100 100/40 100/45 100/100 100/38 100/13
DNS 100/100 92/64 100/18 100/100 92/64 100/18 100/100 100/75 100/38 100/88 -/0 -/0
NTP 100/100 92/88 100/80 100/100 92/88 100/80 100/100 100/50 100/100 100/97 75/9 -/0
SCTP 100/100 97/95 100/30 100/100 100/98 100/30 100/100 98/93 100/24 100/100 100/31 -/0

Avg 99/99 91/86 98/36 100/100 96/91 98/36 100/100 98/74 91/45 100/98 95/23 100/2

based on the formal format specifications. We set the model
temperature to 0 to minimize randomness and improve the
reproducibility. To show the efficacy of our approach, we
conduct experiments with SPAR to address the following four
research questions:

• RQ1 (Effectiveness). How effective is SPAR in gen-
erating formats (particularly, the semantic constraints),
compared to the state of the art?

• RQ2 (Efficiency). What is the end-to-end efficiency
of SPAR, measured by total runtime, solver overhead,
number of refinement rounds, and monetary cost?

• RQ3 (Ablation Study). How does each component of
SPAR affect its overall effectiveness and efficiency?

• RQ4 (Usefulness). When applied to security applica-
tions, are the format specifications helpful in uncovering
vulnerabilities in protocol implementations?

Protocols. As shown in Table 1, we include three protocols
from ParCleanse [78] (BFD, BGPv4, BABEL) and select
the other five (IGMPv3, HTTP2, DNS, NTP, SCTP) as they
contain complex semantic constraints over the packet fields
and, thus, are appropriate for demonstrating the strengths of
SPAR, i.e., its strong capability to infer inter-dependencies
among packet fields, and the weaknesses of existing work. All
selected protocols feature tree-based, non-recursive packet
formats, which align with the current processing scope of
SPAR and prior work such as ParCleanse. This limitation is
further discussed in §6.

Table 1 lists the ground truth of each protocol, including
the pages of the RFC documents downloaded from the IETF
DataTracker [26], the number of packet fields each protocol
comprises, and the number of constraints on those fields. In
particular, the constraints are divided into two classes: those
that constrain a single field (the # 1-Constraints column)
and those that constrain multiple fields (the # n-Constraints
column). Due to the lack of ground truth, following com-
mon practice and ParCleanse [78], two authors independently

manually extracted ground truth from RFCs, resolving dis-
crepancies via consensus. As shown in the table, none of the
protocols is trivial, each having an RFC document more than
49 pages (84 on average, up to 152), containing more than
24 fields (83 on average, up to 148), 2 single-field (18 on
average, up to 42) and 2 cross-field (12 on average, up to 32)
constraints. To mitigate the threats brought by the manually
constructed ground truth and contribute to the community’s
future research, we make it publicly available [71].

Baselines. To show the effectiveness of SPAR, particularly
the adversarial LLM interactions, in §5.1 and §5.4, we com-
pare SPAR against ParCleanse [78] and ChatAFL [39], both of
which are recent techniques that acquire formal format specifi-
cation from RFC documents via LLM but without adversarial
LLM interactions. The evaluation results show that SPAR,
with adversarial LLM interactions, can infer constraints on
network packets with much higher precision and recall (close
to 100%). As a result, protocol fuzzers with our format specifi-
cation can uncover more hidden vulnerabilities. 3DGEN [19]
is another recent work that leverages LLM for format infer-
ence. In general, it differs from SPAR in that it does not lever-
age adversarial LLM interactions either. We do not compare
SPAR with it because it is not publicly available.

LLM Selection. By default, we use GPT-4.1 [45], a widely
used LLM, for evaluation. In §5.3, we show that the ef-
fectiveness of SPAR is not compromised when using other
popular LLMs, such as Gemini-2.0-Flash [22], Claude-3.5-
Sonnet [46], and Qwen3-Coder [69].

Environment. All experiments are conducted on a server
with the following configurations: 64 cores, 128 threads, 3.4
GHz CPU, and 256 GB of memory, running Ubuntu 22.04.

5.1 RQ1: Effectiveness
As shown in Figure 1, each field comprises a syntactic compo-
nent (name and type) and a semantic component (constraints).
Thus, the evaluation results in Table 2 are categorized into
these two parts: the Field Name and Field Type columns reflect



Table 3: Ablation Study 1, 2, 3: Precision (%) and Recall (%)
of Protocol Formats Generated by SPAR and Three Variants.

Approach Field Type Field Name 1-Constraints n-Constraints

SPAR 99/99 100/100 100/100 100/98
W/O RFC 94/47 96/35 87/33 -/0
W/O Refine. 95/95 100/98 88/67 91/22
W/O Opt.III 98/98 100/100 97/95 93/74

Table 4: Ablation Study 4: Precision (%) and Recall (%) of
Protocol Formats Generated by SPAR with Different LLMs.

LLMs Field Type Field Name 1-Constraints n-Constraints

Gemini-2.0-Flash 98/98 98/98 100/98 100/92
Claude-3.5-Sonnet 100/100 100/100 100/100 100/99
Qwen3-Coder 100/100 100/100 100/100 100/96

syntactic accuracy, while the 1-Constraints and n-Constraints
columns represent semantic dependencies. In cases where
a tool fails to infer any constraints, precision is marked as
“-” (not applicable). To be counted as a true positive, a Field
Name must be manually verified as semantically equivalent
to the ground truth. For a Field Type, primitive types require
an exact match, while complex types (such as structs) require
a recursive match. Finally, both 1- and n-Constraints are eval-
uated based on their logical equivalence via an SMT solver.

Syntactically, all three tools perform well, with precision
often near 100%. SPAR leads with perfect scores (close to
100%) across all protocols. While ChatAFL maintains high
precision, its recall is significantly lower because it only gener-
ates specifications for a subset of message types, e.g., missing
many packet types in the case of BABEL.

In terms of the semantic constraints across packet fields
(which our approach emphasizes), all three approaches cor-
rectly infer most single-field constraints, as these single-field
constraints are relatively straightforward. Nonetheless, the ad-
vantage of our approach is clear as SPAR achieves 100% pre-
cision and recall, whereas ParCleanse and ChatAFL achieve a
74% and 45% recall, respectively. The benefits of our design,
i.e., the adversarial LLM interactions, become apparent when
we look at the semantic constraints over multiple fields, i.e.,
the n-Constraints column. On average, SPAR achieves 326%
(98% vs. 23%) and 4800% (98% vs. 2%) improvement in
recall, when compared to ParCleanse and ChatAFL.

5.2 RQ2: Efficiency

To assess the practical viability of SPAR, we evaluate its
efficiency across the eight protocols. Table 5 presents the total
runtime in seconds, the computational overhead of the SMT
solver, the number of refinement rounds, and the approximate
monetary cost of LLM API usage obtained from 100 averaged
runs of SPAR, each starting at RFC input and ending when
the final specification is produced.

Table 5: Efficiency of SPAR Measured by Total Runtime,
Number of Refinement Rounds, Solver Overhead, and Cost.

Protocol Runtime (s) Solver Overhead Rounds LLM Cost

BFD 452.15 3.12% 3.51 $0.72
IGMPv3 378.42 1.15% 5.65 $0.88
BGPv4 2580.33 4.71% 10.32 $6.25
BABEL 5412.90 5.38% 18.05 $10.45
HTTP2 895.60 3.05% 6.28 $4.51
DNS 2735.14 4.60% 9.76 $7.15
NTP 872.45 1.34% 4.20 $1.56
SCTP 1285.67 3.81% 7.82 $14.05

Runtime and Solver Overhead. As shown in Table 5, the to-
tal runtime required to generate a format specification ranges
from 378.42 seconds (IGMPv3) to 5,412.90 seconds (BA-
BEL), while the computational overhead introduced by the
SMT solver remains consistently low, consuming only 1.15%
to 5.38% of the total execution time. The results show the prac-
tical efficiency of our approach. First, we believe a maximum
runtime of around 1.5 hours is reasonable for an automated
pipeline that generates precise packet format specifications,
enabling us to detect many vulnerabilities that have been
hidden for years (see §5.4). Second, the light solver over-
head demonstrates the effectiveness of our packet-generation
optimizations. By keeping constraint solving bounded, the
path-cover strategy and linear negation mitigate path explo-
sion, ensuring that the SMT solver serves as a lightweight
validation engine rather than a computational bottleneck.

Refinement Rounds and LLM Cost. To reach a precise, con-
verged specification, SPAR executes between 3.51 (BFD) and
18.05 (BABEL) rounds of adversarial refinement, incurring
a total LLM API cost ranging from $0.72 (BFD) to $14.05
(SCTP). All reported LLM API costs in Table 5 are based
on GPT-4.1 [45] using OpenAI’s official pricing ($3.00 per
million input tokens and $12.00 per million output tokens).
The bounded refinement rounds indicate that the adversar-
ial interaction is stable: the framework converges on a fixed
point rather than falling into infinite refinement loops, even
when processing complex protocols. Also, the monetary cost
is moderate, with a maximum of $14.05, which is a one-time
investment but could enable many downstream security appli-
cations relying on format specifications.

5.3 RQ3: Ablation Study

To validate the necessity and robustness of each component
in SPAR, we conduct a detailed ablation study to assess their
impacts on both effectiveness and efficiency. The evaluated
variants of SPAR include:

1. SPAR w/o RFC: We remove the RFC from the input
and instead instruct the LLM to generate the parser and
format directly. This variant aims to confirm that LLM
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Figure 12: SPAR vs. SPAR w/o Optimizations I & II.

cannot directly generate high-quality format specifica-
tions without understanding the RFC documents.

2. SPAR w/o Adversarial LLM Interactions: We remove
the refinement process (Steps 2 & 3 in Figure 5) to show
that the adversarial LLM interaction is significant.

3. SPAR w/o Optimizations I, II, or III: We remove each
optimization SPAR to show their contributions to effec-
tiveness and efficiency.

4. SPAR with Different LLMs: We conduct comparative
experiments across different LLMs, showing that the ef-
fectiveness of SPAR is independent of the specific LLM.

Impacts on Effectiveness. Table 3 shows the results of SPAR
and its variants SPAR w/o RFC, SPAR w/o Refinement, and
SPAR w/o Optimization III. As shown, the three variants ex-
hibit significant performance degradation, particularly in the
inference of 1-constraints and n-constraints. For 1-constraint
inference, the degradation ranges from 5% to 67%. For n-
constraint inference, the degradation ranges from 25% to
100%. This confirms that both the RFC input, the refinement
process, and the third optimization are effective components
of SPAR. The table does not include SPAR w/o Optimization I
and SPAR w/o Optimization II, because, as discussed below, the
two optimizations are designed for improving efficiency and
cannot finish format inference in 12 hours for many protocols.
Impacts on Efficiency. Optimizations I and II aim to reduce
the number of network packets generated during execution,
thereby significantly lowering the time overhead of format
inference. As shown in Figure 12, variants that disable either
Optimization I or Optimization II may fail to complete format
inference within 12 hours. In contrast, our optimized approach
consistently completes the inference process in at most 1.5
hours, demonstrating the substantial efficiency gains enabled
by these optimizations.
Impacts by LLMs. Table 4 shows the impact of different
underlying LLMs on the performance of SPAR. The results
indicate that the variations in both precision and recall across
different LLM choices are minimal, with fluctuations remain-
ing within 8%. This observation suggests that SPAR does

void bfd_recv_cb(...) {
......
struct bfd_pkt *cp = (struct bfd_pkt *)(msgbuf); // BFD packet

- if ((cp->len < BFD_PKT_LEN)
+ if ((cp->len < (GETABIT(cp->flags) ? BFD_PKT_LEN+2 : BFD_PKT_LEN))

|| (cp->len > mlen)) {
return

}
......

+ if (!cp->discrs.remote_discr && GETSTATE(cp->flags) != PTM_BFD_DOWN &&
+ GETSTATE(cp->flags) != PTM_BFD_ADM_DOWN) {
+ return;
+ }

......

1.
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15.

Figure 13: Mis- and missing checks of cross-field constraints
in an implementation of the BFD protocol.

void parse_packet(char *packet) {
int type = packet[0];
char router_id[8]={0};
......
if (type == MESSAGE_UPDATE /*8*/) {

char prefix[16];
......
if (packet[3] & 0x40) { // Check Router-Id flag

if (packet[2] == 1)
memcpy(router_id + 4, prefix + 12, 4);

else
memcpy(router_id, prefix + 8, 8);

have_router_id = 1;
}

+ if (have_router_id && all_zero_or_one(router_id)) {
+ debugf("Received prefix with invalid router id." );
+ goto fail;
+ }

......
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Figure 14: A missing check of cross-field constraints in an
implementation of the BABEL protocol.

not rely on any particular LLM for effectiveness and remains
highly robust across a range of model backends.

5.4 RQ4: Usefulness
To evaluate the usefulness of SPAR for security applications,
we use the format specifications generated by SPAR to audit
existing protocol implementations and identify vulnerabili-
ties. Our evaluation primarily focused on two target systems:
Holo [11] and FRRouting [10]. Holo is a Rust-based protocol
suite designed for high-scale, automation-driven networks,
while FRRouting is widely deployed in Linux systems. In
particular, given the format generated by our approach, we
use the Z3 solver [14] to automatically generate positive and
negative packets to test the packet parsers in FRRouting and
Holo (as we do when testing the reference parser during it-
erative refinement). When a positive packet fails a parser or
a negative packet passes the test, we report an issue in the
parser implementations. In total, as detailed in Table 6, we
identified 24 zero-day vulnerabilities, all depending on the
correctly inferred constraints. These vulnerabilities have been
confirmed or fixed by the developers.

Beyond our motivating example, we discuss two additional
vulnerabilities that underscore the importance of identifying
cross-field constraints, a core driver of our technical design.
Both cases have been hidden in the code for over 6 years.



Table 6: Zero-Day Vulnerabilities Discovered by SPAR.

ID Protocol Source Root Causes

1 BABEL FRR 10.5 Not enforcing “ae=3, omitted=0” (Update)
2 BABEL FRR 10.5 Missing Router-ID check (Router-ID)
3 BABEL FRR 10.5 Missing Router-ID check (Update)
4 BABEL FRR 10.5 Rejection of reserved bits (Ack Req)
5 BABEL FRR 10.5 Rejection of reserved bits (IHU)
6 BABEL FRR 10.5 Rejection of reserved bits (MH Req)
7 BABEL FRR 10.5 Missing zero-interval check (Ack Req)
8 BABEL FRR 10.5 Consume TLV on mandatory bit (Hello)
9 BABEL FRR 10.5 Consume TLV on mandatory bit (IHU)
10 BABEL FRR 10.5 Missing sub-TLV handling (Ack Req)
11 BABEL FRR 10.5 Missing sub-TLV handling (Ack)
12 BABEL FRR 10.5 Missing sub-TLV handling (Router-ID)
13 BABEL FRR 10.5 Missing sub-TLV handling (Next Hop)

14 BFD FRR 10.5 Discard “YourDiscr=0” (Local UP/INIT)
15 BFD FRR 10.5 Accept “YourDiscr=0” (Pkt UP/INIT)
16 BFD FRR 10.5 Early session state update
17 BFD FRR 10.5 Incorrect length validation (<24 vs 26)

18 BFD Holo 0.8 Incorrect packet length check logic
19 BFD Holo 0.8 Version check performed post-lookup
20 BFD Holo 0.8 Detect Mult check post-lookup
21 BFD Holo 0.8 State check post-lookup
22 BFD Holo 0.8 Discriminator check post-lookup
23 BFD Holo 0.8 Multihop bit check post-lookup
24 BFD Holo 0.8 Missing Auth section length check

Case 1. Figure 13 shows a vulnerable implementation of the
BFD protocol, which misses checks for a couple of cross-field
constraints. In the implementation, the variable cp denotes a
BFD packet and cp->xxx accesses a field xxx in the packet.

First, the original mis-check at line 5 checks a single-
field constraint on the cp->len field, which, however, should
be a cross-field constraint as our fix in line 6: there is
an inter-dependency between the value of the cp->len
field and the cp->flags field. Second, lines 11-14 miss a
check between the session ID (mapped to the packet field
cp->discrs.remote_discr) and the protocol state (mapped
to the packet field cp->flags). Specifically, if the session
ID is zero, the protocol state must be DOWN or ADMIN_DOWN.
Since the BFD protocol uses the session ID to locate a re-
mote session and treats a session ID of zero as a wildcard,
this check is critical for preventing attackers from hijacking
a valid session. In other words, omitting this check allows
attackers to spoof a network session without guessing the
random 32-bit session ID, potentially leading to blind packet
injection, denial-of-service attacks, and corruption of the pro-
tocol state.

As shown in §5.1, ParCleanse and ChatAFL struggle to
infer these cross-field constraints and thus cannot detect such
missing or incorrect checks in BFD’s implementation.
Case 2. Figure 14 shows a vulnerable implementation of the
BABEL protocol, which misses a check for a cross-field con-
straint. In the implementation, the packet field Prefix (mapped
to the variable prefix) contains the address prefix being
advertised in an Update message. Furthermore, when the

packet field Router ID flag (packet[3] & 0x40) is set, a
local variable router_id is derived from prefix. Another
packet field, AE (packet[2]), controls which segment of
prefix will be used to construct router_id.

As shown by our fix in lines 16-19, router_id must not
be all zeros or all ones, which are reserved values represent-
ing unspecified or broadcast addresses and cannot uniquely
identify a router. Consequently, a cross-field constraint exists
between the Router ID flag, the AE, and the Prefix: when
the flag is set, the specific segment of the Prefix dictated by
the AE cannot be all zeros or all ones to avoid constructing
an invalid router_id. Violating it can allow an attacker to
bypass internal security filters with a reserved, all-zeros iden-
tifier, enabling them to inject fake routes into the system’s
routing table and leading to data interception, blackholing, or
denial-of-service attacks.

As in Case 1, ParCleanse and ChatAFL struggle to infer
the cross-field constraints and thus cannot detect this missing
check in BABEL’s implementation.

Beyond Network Fuzzing. Beyond the network fuzzing ap-
plication demonstrated above, SPAR could also be applied
to other scenarios. For example, applying automated proto-
col format inference to network traffic auditing and intrusion
detection represents a paradigm shift from lexical, signature-
based analysis to semantic, structure-aware inspection. In net-
work traffic auditing engines like Wireshark [68], developers
traditionally rely on manually drafted packet dissectors to in-
terpret online network traffic. SPAR automates this procedure
by generating format specifications that map raw byte-streams
into named, human-readable fields and structures.

Similarly, applying SPAR’s inferred formats to Intrusion
Detection Systems (IDS) like Snort [58] addresses the fun-
damental blind spots of traditional payload inspection. His-
torically, Snort has allowed defenders to define rules (relying
on rigid byte sequences or regular expression matching) to
block malicious network traffic. Without a format specifica-
tion, this approach scans the payload blindly; thus, it is highly
susceptible to evasion techniques such as packet fragmenta-
tion, obfuscation, or deliberate alignment shifts. SPAR enables
structure-aware detection rules: Rather than relying on rigid
byte-sequence matching, defenders can define rules that eval-
uate semantic constraints between specific fields, such as vali-
dating a length header against the actual payload size, thereby
enabling semantics-aware network intrusion detection.

6 Limitations

In this section, we discuss the limitations of this work and
possible future directions.

Packet Generation. To avoid generating an explosive number
of packets, SPAR employs a path-cover strategy (Optimiza-
tion I) and linear negation (Optimization II, i.e., negating
one constraint at a time). Although effective as demonstrated



in our evaluation, this approach does not, in theory, guaran-
tee thorough coverage; it is an intentional trade-off to allow
computational feasibility. A natural next step toward relaxing
this trade-off is to investigate improved coverage strategies
to generate more effective positive or negative packets. For
example, we may adopt combinatorial testing [44] to system-
atically generate a sufficient number of negative test cases by
negating multiple constraints at a time.

Protocols Defined by Multiple RFCs. The protocols evalu-
ated in our study are each defined by a single RFC document.
In practice, to handle protocols spanning multiple RFCs, we
can merge RFCs at Step 1, which currently leverages the
existing capabilities of ParCleanse [78]. Since our key contri-
bution lies in subsequent adversarial refinement rather than
in the initial RFC merging, we do not evaluate ParCleanse’s
capability to merge RFCs in this work. However, we believe
that addressing multiple RFCs is a promising direction worth
further study.

Expressiveness of Format Specification. SPAR relies on the
3D language to specify format specification and ParCleanse
to build the initial format specification, thus inheriting their
limitations. Specifically, SPAR currently assumes that a pro-
tocol format follows a tree-structured hierarchy, which pre-
cludes support for the more complex, recursive, and non-linear
formats found in certain multi-layered protocols. While SPAR
currently handles intra-structure constraints effectively, it does
not enforce global semantic constraints or dependencies be-
tween fields located across different structures. Enhancing
the expressiveness of the underlying formal specifications to
accommodate these sophisticated, state-dependent protocol
architectures remains a valuable direction for future work.

RFC Ambiguities. Since RFCs are written in natural lan-
guage, they suffer from inherent ambiguities, which we
can categorize into two types: linguistic ambiguity and
undefined behavior. First, linguistic ambiguity arises from
permissive terminology (e.g., “typically”, “should”, or “may”).
Our approach attempts to address this kind of ambiguity
through Optimization III (see Examples 6–7), which lever-
ages program slicing to enforce that the LLM cross-checks
different RFC sections to extract sufficient information. While
our evaluation shows promising results, we recognize that re-
solving textual ambiguities remains an open challenge that
cannot be solved universally [41, 61].

The second form of ambiguity is termed “undefined behav-
ior”, such as the lack of specifying actions for format viola-
tions. For example, Figure 2 illustrates an instance from BA-
BEL’s RFC [9]. It specifies that “if AE equals 3, the Omitted
field MUST be 0” but fails to define how a packet should be
handled if this constraint is violated. Such ambiguities are
quite common not only in format specifications but also in
protocol state machines. As such, different vendors may im-
plement their own logic for these undefined behaviors, leading
to many problems in recent years [15].

Since the design principle in this work is to decouple
the format inference procedure from protocol implementa-
tions (as discussed in §1), inferring these implementation-
specific or vendor-specific behaviors is outside our scope.
SPAR instead extracts format specifications only from RFCs
and intentionally avoids hallucinating or guessing such be-
haviors. Nonetheless, in practice, if we can obtain trusted
implementations and their test cases, the code and run-
time information are definitely helpful, as demonstrated by
many implementation-based format inference techniques,
e.g., [6, 7, 13, 27, 33, 34, 53, 55, 66]. As a future direction,
extending SPAR to integrate trusted implementations could
provide another source of truth for resolving these undefined
behaviors and generating vendor-specific specifications.

7 Related Work

Given the critical role of network protocol specifications, nu-
merous surveys have reviewed existing methods for infer-
ring them [18, 32, 43, 57, 76]. Our work differs from prior
approaches in two key respects: (1) it does not depend on
protocol implementations and therefore avoids inheriting er-
rors from buggy code, and (2) it leverages recent advances in
LLMs to infer precise format specifications directly from the
official documents. In what follows, we review related work
along these two dimensions.

Decoupling from Protocol Implementations. Network trace
analysis represents a distinct family of techniques that in-
fers protocol formats without access to source code or binary
implementations. Instead, these methods rely on statistical
and data-driven analyses of captured network traffic to de-
lineate field boundaries and recover structural patterns. Dis-
coverer [12] infers protocol formats by recursively clustering
network packets of the same type and analyzing structural
similarities within each cluster. ReverX [1] models network
packets as a formal language, constructs a finite-state machine,
and derives protocol formats from the inferred automaton.
Biprominer [64] mines variable-length patterns and transition
probabilities from network traces to identify protocol key-
words and infer protocol formats. ProDecoder [65] extends
Biprominer by applying n-gram–based data mining to ex-
tract semantic information. AutoReEngine [35] uses frequent
keyword mining and data mining techniques to classify pack-
ets and infer protocol formats. NemeSys [29, 30] represents
packets as feature vectors and applies sequence alignment
and clustering to infer protocol formats. NetPlier [72] lever-
ages probabilistic analysis to identify keyword fields, cluster
packets, and infer protocol formats through multi-sequence
alignment. REInPr [47] employs probabilistic models to clus-
ter network packets and infer protocol formats from packet
characteristics within each cluster. InSyfer [70] uses a graph
neural network–based adaptive packet classification model to
cluster network traffic and infer protocol specifications.



These techniques differ from our approach in two key re-
spects. First, they rely on a large corpus of network traffic
for accurate inference, which may not be available in many
scenarios; in contrast, our approach relies exclusively on pub-
licly available RFC documents. Second, although effective at
recovering packet syntax, their ability to infer precise seman-
tic constraints is inherently limited by the observed traffic. By
analyzing complete RFC documents, our approach operates
with substantially broader capability bounds and can capture
richer semantic dependencies.

LLM-Driven Protocol Validation. LLM-driven protocol val-
idation has emerged as a trend that seeks to automatically
extract network protocol specifications from RFC documents,
a task traditionally regarded as labor-intensive. These ap-
proaches capitalize on LLMs’ ability to understand structured
natural language and have demonstrated promising results.
For example, ParCleanse [78] and 3DGen [19] derive pro-
tocol format from RFC documents, followed by refinement
through a testing procedure against existing parser implemen-
tations. ChatAFL [39] constructs a syntactical structure for
individual message types and performs message mutation or
prediction guided by crash-based runtime oracles. While the
techniques above are designed for general protocols, mGPT-
Fuzz [37] and LLMIF [63] focus on special protocols, i.e., the
Matter and the Zigbee protocols, respectively.

Our approach differs from the aforementioned techniques
in two key respects. First, these approaches rely on exist-
ing protocol implementations to refine inferred formats. In
contrast, SPAR is fully decoupled from protocol implemen-
tations, enabling a broader applicability and avoiding the
risk of inheriting format errors from imperfect implemen-
tations. More importantly, as demonstrated in our evaluation,
SPAR shows promising effectiveness in inferring semantic
constraints among packet fields, but existing approaches re-
main limited in capturing such constraints.

8 Conclusion

In this paper, we propose an LLM-driven method to extract
precise format specifications covering both syntax and seman-
tics directly from RFCs. By pairing specification inference
with reference parser generation in an adversarial loop, our
approach iteratively and effectively corrects inherent LLM
hallucinations. Answering our research questions on effec-
tiveness and efficiency (§5.1 and §5.2), SPAR advances the
current state of the art by decoupling inference from buggy
implementations and using adversarial interactions to correct
hallucinations. Most notably, it closes a critical gap in iden-
tifying complex semantic dependencies, achieving a 326%
improvement in recall for cross-field constraints compared to
prior tools like ParCleanse and ChatAFL, while converging
in at most 1.5 hours and costing under $15. Answering our re-
search questions on robustness and usefulness (§5.3 and §5.4),

our ablation study demonstrates that each component of SPAR
is necessary for the system to remain effective or efficient, and
the performance of SPAR varies by less than 8% across four
different LLM backends. SPAR’s specifications helped un-
cover 24 zero-day vulnerabilities in widely deployed routing
suites (FRRouting [10] and Holo [11]), some of which were
hidden for up to 9 years. Despite these gains, SPAR inherits
limitations from a few aspects discussed in §6, which could
be further enhanced in the near future.
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Ethical Considerations

Stakeholder Analysis. We identified four primary groups of
stakeholders impacted by our research: (1) The Network Com-
munity: General users whose internet connectivity relies on
the stability of routing infrastructure. They benefit from more
robust protocols but face risks if vulnerabilities are exploited
before patches are applied. (2) Software Maintainers: The
developers responsible for the codebases we analyzed. They
face the burden of triaging and patching the reported issues.
(3) Network Operators: ISPs and organizations running FR-
Routing or Holo who must deploy updates to mitigate risks.
(4) Malicious Actors: Entities that might seek to weaponize
the capability to generate precise protocol specifications to
discover zero-day exploits.
Impacts. The publication of SPAR has both positive and
negative impacts on the identified stakeholders.
Positive Impacts. The primary contribution of this work is the
automated generation of precise format specifications, which
bridges the critical gap between ambiguous, human-readable
RFC text and verifiable specification code. We highlight two
key benefits. First, infrastructure hardening: the 24 detected
bugs merely validate this capability. The broader benefit is
the ability to use these precise specifications for formal veri-
fication, automated conformance testing, and the generation
of safer parsers. This reduces the long-term likelihood of
implementation flaws across the entire routing ecosystem,
not just in the specific software versions we tested. Second,
we remove ambiguity: by formalizing protocol formats, we
provide a “ground truth” that helps developers resolve incon-
sistencies across implementations, thereby fostering better
interoperability and stability for the internet at large.
Negative Impacts. We identified two main negative risks. First
is the “dual-use” risk: lowering the bar for exploitation. A



precise format specification is effectively a high-fidelity map
of the attack surface. While it enables defenders to verify
code, it simultaneously enables malicious actors to perform
highly efficient, structure-aware fuzzing on critical routing
infrastructure that we did not analyze. Second is the burden
on maintainers, as reporting a large volume of vulnerabilities
simultaneously can overwhelm volunteer-driven open-source
communities.

Mitigations. We recognized that reporting 24 vulnerabilities
simultaneously could overwhelm the volunteer maintainers
of FRRouting and Holo. To mitigate this burden, for each
identified vulnerability, we developed and verified the fix our-
selves. We grouped related fixes into comprehensive Pull
Requests to streamline the review process for maintainers.
This approach shifted the remediation labor cost from the
open-source community to the research team, ensuring that
our work resulted in immediate improvement rather than ad-
ministrative debt. All 24 detected bugs have been acknowl-
edged and confirmed by the respective development teams.
As of this writing, patches for 20 vulnerabilities have been
merged into the main branches. The remaining patches have
been submitted and are currently under code review. To pro-
tect users during this interim period, we have withheld the
specific crash inputs and exploit primitives for the unmerged
vulnerabilities from the public version of this paper and our
artifact repository.

To mitigate the dual-use risk of SPAR, we have deliberately
excluded the vulnerability detection and testing harness from
both the public repository and the artifacts submitted for re-
view, choosing to only release the source code of SPAR for
specification generation. By releasing only the generator code,
we enable defensive research while enforcing a skill barrier
that prevents low-skill actors from immediately using our
work to exploit unpatched systems. We believe this balance
prioritizes the safety of the live routing infrastructure over
the convenience of fully automated reproducibility during the
review process.

Decision. We concluded that the benefits of demystifying
protocol ambiguity outweigh the risks. The “security through
obscurity” of vague RFCs is not a valid defense since attackers
have always been manually reverse-engineering these proto-
cols. Our work levels the playing field by giving defenders and
developers the automated tools necessary to systematically
secure their implementations.

Open Science

We have open-sourced the SPAR artifact under the MIT li-
cense and archived it on Zenodo [71]. The artifact includes
all datasets and components necessary to repeat the experi-
ments: the format and parser generation (incorporating com-
ponents from ParCleanse), the adversarial refinement loop,
and the three optimizations evaluated in the paper. It also

includes the RFC documents, ground-truth specifications, and
pre-computed results for the eight protocols, as well as scripts
to set up the environment and run the offline evaluation with-
out API credentials. A detailed README provides setup
instructions and guides users through both offline evaluation
and, for those with API credentials, the full workflow.
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